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This Policy should be read in conjunction with the following:


IM &T Security Policy


Confidentiality and Data Protection Policy

Caldicott Policy

Equal Access Policy

Equality and Diversity Statement.

The Leeds Teaching Hospitals NHS Trust is committed to ensuring that, as far as is reasonably practicable, the way we provide services to the public and the way we treat our staff reflects their individual needs and does not discriminate against individual or groups on any grounds.

1. Introduction

This document will:

· Provide information and a mandate for all staff on the correct methods of gaining access to Trust systems.
· Enforce the need for confidentiality and security when accessing systems.
· Allocate the risks of inappropriate access to information to Heads of CMTs.
The directives within this policy are appropriate to all LTH IT systems giving access to information retained by the Trust, particularly patient identifiable information.

2. Background.

All employees of LTHT are responsible for maintaining patient confidentiality. The duty of confidentiality is written into employment contracts. Breach of confidentiality with regard to information gained through accessing systems, in the course of duty is a disciplinary offence which could result in dismissal and/or prosecution.

Patients expect that information about them will be treated as confidential and were given that assurance in the Patient Charter (1995), ‘everyone working for the NHS is under a legal duty to keep your records confidential.’

Staff whose duties require them to have access to patient information will receive specific guidance and instruction from their direct line manager. Information relating to information security and confidentiality is contained in the Trusts’ Confidentiality and Data Protection Policy. 
3. Policy Statement. 

The Trust Board is committed to preserving the confidentiality of patient information in accordance with the Data Protection Act (1998) and through the implementation of the Caldicott Recommendations.
The Data Protection Act prescribes that the Trust will implement both “technical and organisational measures “to protect all personal data (information) held by it.

Maintaining a high level of awareness of the importance and confidentiality in handling patient information is viewed as fundamental to the successful provision of healthcare.

The policy forms an essential backcloth to the activity of all staff – clinical and non-clinical – involved in the generation or processing of patient data.


Failure to follow this policy could result in disciplinary action.

4. Policy Effect.

All employees will:

· Only access Trust systems use the information made available in accordance with the IT Services User Access ‘House Rules’, (see Annex  1).
· Follow the guidelines for good practice as described within the Trust IT policy documents.

· Ensure a thorough knowledge of the implications of confidentiality and information security surrounding the handling of patient data.

· Report all breaches of security regarding access to Trust systems.

The Trust IT services department will;

· Only allow access to users who are approved in accordance with the IT Services User Access ‘House Rules’.
· Maintain a log of all approved users.

· Maintain and monitor adherence to IT Security Policy.

· Maintain an Incident Log containing all notified incident information as well as the result of subsequent investigations.

· Develop and maintain a programme of training, which will highlight all the fundamental concepts of Information Governance.

· Liaise closely with the Data Protection and Information Governance Manager in monitoring compliance to the Data Protection Act and the Caldicott standards.
· Basic enforceable IT security standards will be implemented in all instances where access patient information is concerned.
· All access to patient information using IT managed systems will be specifically controlled through;

· Only allowing a single ID that is personally assigned to a named individual
· Only allowing a single ID to be authorised by a senior CMT member only
· Ensuring that users must change their ID password every 30 days

· Only allowing users 3 login attempts to get access and immediately suspending the user ID after 3 failed attempts

· Only allowing users to have 5 grace logins prior to changing the password and immediately suspending the user ID after the grace period has expired.
· Automatically logout inactive user IDs after just a few minutes
· Immediately deactivating any user IDs not used after 90 days.
· Re-verifying user IDs every 18 months to ensure staff changes are up to date

· Immediately deactivating user IDs that are not verified.
· Differentiating between user IDs that are permanent and temporary.
· Re-verifying Temporary User IDs every 4 months to maintain control

· Immediately deactivating Temporary User IDs that can not be verified.
The above IT minimal user security controls will facilitate this policy, CMT operational implementation and enforcement
The Human Resources Department will;

· Ensure that Contracts of Employment make specific reference to the confidentiality of all information and the likely implications of unwarranted disclosure of such information.

· Ensure that all existing staff have a confidentiality clause written into their Contract of Employment.

· Ensure that the IT department is regularly informed of changes to staff i.e. New starters and Leavers

· Advise on and be involved in any disciplinary action where patient  confidentiality has been compromised.
The Training Department will:

· Ensure the provision and availability of an agreed level of Information Governance training for both new starters and established staff.

All CMT Matrons, Clinical Directors and Business-Service Managers will:

· Ensure that all staff have an acceptable level of understanding of policies and procedure as outlined in the Service Access Rules.
· Only authorise access to staff in accordance with the Service Access Rules. 

· Ensure that all policies and protocols referring to confidentiality and security are adhered to.

· Report all incidents as previously indicated.
Summary:

· Access can only be authorised by a CMT Matron, Clinical Director or Business-Service Managers
· Authorising an ID means the Authoriser accepts personal liability for the registered user and ID misuse
· Users must confirm that they have the skills, knowledge and legitimate need to access and use/share patient information.
· User skills-knowledge, training-checks, IG & DP compliance are the Authoriser’s responsibility

· Users Changes must be notified within one month of effective change, includes starters, leavers and movers

· Organisation changes must also be notified where user and Authoriser accountability is affected

· The last documented Authoriser remains personally liable for all user and ID activity misuse

If there is any doubt do not authorise access – first contact the Trusts IG & DP Manager for advice

Appendix 1.

IT SERVICES  USER ACCESS ‘HOUSE RULES’
As agreed with LTH’s Caldicott Guardian, User and Authoriser compliance to the following rules is mandatory under current LTH policy, UK Law and NHS Regulations and as referred to in your employment or personal contract terms and is subject to mandatory induction or refresher IG & DP training.  

Any detected breaches in the following rules will be subjected to investigation and reported to your Head of Clinical Management Team.  This action could invoke the LTH Serious Disciplinary Procedure which could result in employment suspension or termination or, civil or criminal prosecution, which could lead to imprisonment.

General:

· All ID activity is logged – Information Governance & Data Protection misuse is traceable and will be reported to the Head of CMT and CMT HR
· Group Access IDs are not allowed - only Single User Access IDs can be used
· Single IDs and access usage must be accountable to a named individual
· Single IDs can only be used by the individual assigned to each ID - no sharing
· IDs must have documented applications using the appropriate Access Request Form

· IDs can only be authorised by specific CMT senior team members within your CMT

· Once authorised, all users must be given a copy of the authorised request form and a copy of these rules

· Once authorised, all users must be registered with LTH IT Informatics to obtain a personal Single User Access ID

· A user ID is personal and legally accountable only to the person registered to use it

· Do not share your ID with others – by accident or agreement, an ID is personal to an individual only

· Do not use another person’s ID – despite instructions by others or circumstances of access needs

· Single User ID access applications must be justified as necessary to the users legitimate duties. 
· Do not access or look at patients data where you are not involved in their direct care – remember ID activity is logged

· Patient information accessed cannot be used or shared for other reasons e.g. no research or care follow ups

· Users must reapply (every 2 years max) to keep IDs active, in line with reorganisations, staff changes etc.

· Temporary IDs set up by IT Helpdesk will time out according to agreed temporary status, e.g. 6 months max.
· All users must have the skills and knowledge relating to the applicable laws, regulations and policies (as below)
· If there is any doubt do not access the service – first contact the LTH IG & DP Manager for advice

Authoriser’s Personal Responsibilities:

· Access can only be authorised by a CMT’s Matron, Clinical Director or Business-Service Managers (or equivalent seniority if not an LTH employee)
· Remember - the last Authoriser registered with LTH IT Helpdesk against an ID remains liable for ID misuse

· Authorising an ID means the Authoriser accepts personal IG & DP liability for the registered user and ID misuse

· Users must be checked that they have the skills and knowledge to access and use-share patient information

· Authorisation means the user is fully justified-trained to access the patient information and to use-share it

· Remember – user skills-knowledge, training-checks, IG & DP compliance are the Authoriser’s responsibility

· Users Changes must be notified within one month of effective change, includes starters, leavers and movers

· New starters will first be inducted with IG & DP before applying for access and being given authorised access

· Leavers must be notified to the LTH IT Helpdesk that they have left and their personal ID is cancelled

· Movers must be notified they have moved from one Authoriser’s accountability to another’s, even within CMTs

· Organisation changes must also be notified where user and Authoriser accountability is affected

· Remember – the last documented Authoriser remains personally liable for all user and ID activity misuse

· Ensure all authorised users comply with these rules and applicable laws, regulations and policies (as below)

· Remember – you must always comply with IG & DP rules and you must keep user’s IG & DP training up to date
· If there is any doubt do not authorise access – first contact the LTH IG & DP Manager for advice
User’s Personal Responsibilities:
· You must logon to the system using only your own personally assigned Single User Access ID
· You cannot access, look at or share patient data where you are not involved in their direct care or administration

· Your Access ID is personal to you – do not share it/allow others to use it by intention, instruction or accident

· You remain liable for how your ID is (mis)used - all ID activity is logged and traced to the registered ID holder

· Always log-off the system when finished – clears patient details and stops others sharing your Access ID

· If others use your ID and misuse it, then it is you who remains liable for its misuse – ignorance is no excuse

· You must not login to the system more than once – no concurrent usage of IDs is allowed

· Inactive login sessions will auto log-out after 5 minutes – reactivate the screen to extend access time-out

· Change your password every month - more if your Access ID is high activity, used at several locations, etc.

· Passwords that have not changed in 30 days will be suspended – reactivation is via the LTH IT Helpdesk

· IDs that are inactive for more than 90 days will be deactivated – reapplication is via the LTH IT Helpdesk

· Only 3 attempts to login with the correct ID and password are allowed, after which the ID will be deactivated

· Ensure that you personally comply with these rules and applicable laws, regulations and policies (as below)

· Remember – you must always comply with IG & DP rules and you must keep your IG & DP training up to date

· If there is any doubt do not access the information – first contact the LTH IG & DP Manager for advice

IT Roles and Limitations:

· Monitoring of compliancy to the User Access IDs to the above rules.

· Reporting of possible breaches/abuse by User Access IDs

· Such reports will be sent to Heads of CMTs, CMT HR and CMT authorisers.

· Setting up of authorised  User Access IDs

· Maintaining changes and removal User Access IDs, as authorised by the originating Authoriser

· Adaptation of the system and the above rules to conform with the changes in UK Law, NHS Regulations

· Revision of the policy rules to remain in line with such changes in law and regulations

· Eventual convergence of all patient information system security to national single logon requirement

· Be consistent with the wider IT Trust standard, LTH policies, related UK Law and NHS Regulations (as below)

Applicable UK Laws, NHS Regulations and LTH Policies:

UK Laws:
· Copyright, Designs & Patents Act (1988)

· The Data Protection Act (1998)
· Computer Misuse Act (1998)
· Human Rights Act (1998)
· The Health Act (1999)
· Freedom of Information Act (2000)
· Health and Safety at Work Act (1999)
NHS Regulations:
· Terms & Conditions of Employment 
· Patient Confidentiality Directives 
· Caldicott Directives (NHS Executive 1998)
LTH Policies:
· Terms & Conditions of Employment 
· Trust Disciplinary Rules 
· Policy for Data Protection and Confidentiality 
· Policy for Use of Computing Facilities 
· Policy for IM&T (IT) Security 
· Policy for the Use of Email 
· Prevailing Trust Risk Management Strategy and Policy
If any new applicant, existing user or authoriser has any doubts about any of the above pre-requisite knowledge mandate then they must raise their concerns with the CMT’s HR Manager for further advice and training co-ordination.
Appendix 2

Equalities Impact Assessment – Policies: Relevance and Impact

Policy Title:
IT Services User Access Policy.
	Section 1

	Does this policy or procedure impact on staff patients or public?

   S = staff 

PA = Patients

PU = Public

(see below)


	How relevant is it to achieving the duties under race legislation? 
0 = none

1 = a little

2 = some

3 = very

(see below)


	Could some groups be disadvantaged due to race?

Y = Yes 

N = No

(see below)


	How relevant is it to achieving the duties under disability legislation

0 = none

1 = a little

2 = some

3 = very

(see below)


	Could some groups be disadvantaged due to disability?

Y = Yes 

N = No

(see below)


	How relevant is it to achieving the duties under gender legislation

0 = none

1 = a little

2 = some

3 = very

(see below)
	Could men or women ( boys or girls) be disadvantaged due to gender

M = Men

W = Women

N = No

(see below)



	           PU

	           0
	              N
	              0
	               N
	             0
	                N

	Section 2

	Please note  in this section:

· any thing you have already included in the policy which helps to  meet the equality duties

· any changes you have made  to the policy in order to eliminate any potential  for disadvantage on the grounds of race, disability or gender
	Race
	Disability
	Gender

	· 
	(Put NA if not applicable)

Included: NA
Changed: NA

	(Put NA if not applicable)

Included: NA
Changed: NA
	(Put NA if not applicable)

Included: NA
Changed: NA
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