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IT Services User Access Policy

1.
INTRODUCTION

In May 2005, 70,000 examples were detected of inappropriate access of IT systems by Trust staff.  This took the form of wholesale sharing and passing on of system login identifications and passwords.  The system misuse was widespread across departments, sites and disciplines. 
Patients expect that information about them will be treated as confidential and were given that assurance in the Patient Charter (1995), ‘everyone working for the NHS is under a legal duty to keep your records confidential.’ The Data Protection Act (1998) puts the Trust and its staff under a formal legal obligation to safeguard patient information.
Uncontrolled access to systems and data presents a considerable risk to the security of patient data, and consequently puts the Trust at risk.  The attached policy aims to ensure proper control over the granting of access to Trust systems and data.
2. PURPOSE OF THE POLICY
To:

· Raise awareness of the appropriate and legitimate means of accessing systems, with due regard to the requirements of both the Caldicott Guidelines and Data Protection Act.
· Clarify responsibilities for ensuring compliance with the policy. 

3.
IMPLEMENTATION OF THE POLICY

Heads of CMT, in conjunction with senior staff, will be responsible for overseeing the implementation of the policy at local level.  Staff will be supported in complying with the Service User Access Rules through formal training programmes and advice.   Details of the new policy will be included in the Team Briefing and articles will be prepared for the Trust Bulletin.

Staff will be required to confirm their compliance with the terms of the policy, and managers authorising access will need to keep records of their approvals.
5.
MONITORING

Compliance with the Policy will be monitored through audits carried out by the Informatics Department and Internal Audit. 

6.
CONCLUSION

The Board is asked to approve the policy and the associated implementation arrangements.
Nik Patten

Director of Planning and Performance Improvement

