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EXECUTIVE SUMMARY

The Trust is committed to the public service values of integrity, accountability and openness.  It is also committed to raise awareness of the requirement to ensure the safety of personal information, and enforce the message that misuse of personal data within the NHS is not acceptable and will not be tolerated. 
The Chief Executive and Director of Informatics have overall responsibility for the Data Protection Policy and must ensure compliance with all relevant legislation, the NHS Code of Practice on Confidentiality and the Caldicott Recommendations.
The Trust will act in compliance with current legislation and best practice to provide high quality, timely, accurate and secure information. 

1. INTRODUCTION

The Trust has a legal responsibility to ensure that the processing of all personal information relating to a living individual is carried out in accordance with the requirements of the Data Protection Act 1998 and other relevant legislation.  It also has a duty to comply with guidance issued by the NHS and related bodies.   

This policy should be applied to all personal information held by or for the Trust. This includes patients, relatives, carers, staff or colleagues information held in any format (images / audio tape/CD’s/ paper / computer / microfilm /scanned etc.) by or for the Trust. 

Much work has already been done in relation to this agenda by the implementation of the Caldicott Guidelines and the Information Governance Toolkit standards within the Trust.  However it should be noted that this concentrates on patient information, whilst data protection relates to all personal information including staff records.

This policy applies to all staff employed by Leeds Teaching Hospitals NHS Trust, including bank, agency and locum staff, students, voluntary staff, contractors and trainees on temporary placement, and those holding honorary contracts.

This policy is to be read in conjunction with the following policy documents, which provide explicit guidance on the responsibilities around Information Governance;

· Information Ownership Policy

· Information Risk Policy

· Information Safe Haven Policy

· Network Storage Policy

· Data Protection Communication Policy

· Freedom of Information Policy

· Information Incident Investigation Policy
2. PURPOSE
The purpose of this policy is ensure the appropriate processes and procedures are in place to ensure compliance with the Act. This includes regular audit and ensuring staff are appropriately trained and competent to comply with the Act.  All Trust staff must be aware of their responsibilities and the regulations under the Act, and the consequences of breaching the legislation.

The Trust carries responsibility under the Data Protection Act as Data Controller to ensure compliance with the Act.  This covers all personal data processed by any member of staff or agent of the Trust.  This document lays out the processes under which the trust achieves compliance under the Act.  

The document also aims to inform the staff of the potentially severe consequences of breaching the Data Protection Act and resultant disciplinary procedures.

2.1 Scope of the Policy

This policy applies to all areas where information is held by, or on the behalf of the Trust and relates to all types of information, including:

· Patient information.
· Personnel information.
· Organisational information.
This policy covers all aspects of handling information, including;
· Structured and unstructured record systems.
· Paper and electronic transmission of information – including e-mail, digital storage media (CDs, DVDs, memory sticks etc), telephone, fax, CCTV imaging, etc.
· Monitoring the use of information systems.
The Trust will carry out specific actions to underpin the key, interlinked areas within Information Governance.
3. OVERVIEW OF THE DATA PROTECTION ACT; Applied to the Trust

This Act applies to all personally identifiable information held in manual files, computer databases, videos and other automated media about living individuals, such as personnel and payroll records, medical records, other manual files, microfiche/film, pathology results, x-rays, emails, PACS, scanned images etc.  

The Act dictates that information should only be disclosed on a need to know basis, however data collected or disclosed should be adequate and justifiable to meet the needs of the task.  Printouts and paper records must be treated carefully and disposed of in a secure manner, and staff must not disclose information outside their line of duty.   Any unauthorised disclosure of information by a member of staff will be considered a disciplinary offence.
The Act requires the Trust to register with the Office of the Information Commissioner.  The registration covers the personal data held, the purposes for which it is held, identifying how it is used and to whom it may be disclosed. Failure to register or an incorrect registration is a criminal offence.   The Trust also has to comply with the Eight Data Protection Principles (see Appendix A) and apply exemptions appropriately.  For advice on the application of exemptions please contact the Data Protection Officer.

All types of information required under law to be registered for Data Protection purposes will be registered under the Trust’s registration with the Information Commissioner and will comply with the Data Protection Act 1998. This will primarily be achieved by adhering to Information Governance Policies and following the Eight Data Protection Principles.

Under a provision of the Data Protection Act an individual can request access to their information, regardless of the media by which this information may be held / retained.   Requests for personal information are handled by the Access to Health Care Records Team.   Requests for other corporate information are dealt with under the Freedom of Information Act 2000. (See separate policy)
4. APPLICATION OF THE DATA PROTECTION PRINCIPLES WITHIN THE TRUST.

A list of the Data Protection Principles and their meanings is available at Appendix A. 

Fair Obtaining/Consent
There is a requirement to make the general public aware of why the NHS needs information about them, how this is used and to whom it may be disclosed.  The Trust is obliged under the Data Protection requirements and Caldicott recommendations to produce patient information leaflets and posters which are customised to its own use/s of patient information.
Staff
There must also be procedures to notify staff, temporary employees (volunteers, locums) etc. of the reasons why their information is required, how it will be used and to whom it may be disclosed.  This may occur during induction or by their individual manager.

Patients

There must also be procedures to notify patients of the uses of their information by the use of information posters in patient waiting areas, statements in patient handbooks/on survey forms/on research consent forms and verbally by those health care professionals providing care and treatment.

Patient information leaflets and posters will be produced and be available upon request and sited in patient areas.  Information regarding Data Protection and Confidentiality will routinely be sent to all new outpatients of the Trust.  

Registration/Notification

The Information Governance Department is responsible for ensuring that the Trust registers annually with the Office of the Information Commissioner, (See 3). This process is known as notification.  Failure to complete this process and keep the information up to date is a criminal offence.  Notification is one means of ensuring the public are aware of the uses of their information by the Trust.  Managers of Trust services must inform the Data Protection Officer if there are any significant changes to the way in which information is handled or new process are put in place.

Individual’s rights – including subject access/right to complain
The Trust procedures ensure that the rights of individuals are upheld. Individuals have the following rights under the Data Protection legislation:

· Right of subject access to information held about them

· Right to prevent processing likely to cause harm or distress

· Right to prevent processing for the purposes of direct marketing

· Right in relation to automated decision taking NB the Trust does not use any equipment that makes decisions on an automated basis.
· Right to take action for compensation if the individual suffers damage

· Right to take action to rectify, block, erase or destroy inaccurate data

· Right to make a request to the Information Commissioner for an assessment to be made as to whether any provision of the Act has been contravened

The Access to Health Records Act 1990 provides access rights for relatives to deceased patients’ records.

Security

All information relating to identifiable individuals must be kept secure at all times.  The Trust will ensure there are adequate policies and procedures in place to protect against unauthorised processing of information and against accidental loss, destruction and damage to this information. 

Disposal of non-clinical waste

It is important that this information is disposed of in a secure manner. There have been occasions where NHS information concerning patients has been discovered in public amenity waste disposal or in other public areas.   

Paper waste containing personal information must be disposed of in green bags for shredding.

Contracts
Contracts between the Authority/Trust/Practice and third parties should include appropriate confidentiality clauses.  These must place the same requirements on the contractor to meet the 7th Principle of the Act as are placed on the Trust as Data Controller.   Advice should be sought from the Data Protection Officer.

Transfer of Personal Information outside the EAA (European Economic Area)

Transfers of such nature do not take place in the course of normal Trust business.  If such a requirement arises it must be discussed with the Data Protection Officer prior to any agreement to transmit.

Patient Information

There are specific requirements highlighted within the Caldicott recommendations that apply to patient identifiable information.  Most of these are also requirements of compliance with the Data Protection legislation.  Specifically they relate to security, confidentiality and fair obtaining of information as well as ensuring all disclosures are valid and authorised.  

All patient information, whether manually or automatically held, will be kept secure when not being used for a patient care or related purpose. 

Patients will be made aware of their right of access to their records.  

The Trust has a Caldicott Guardian who oversees issues in relation to patient information/data. 

Staff Information

The Data Protection Act also requires a similar level of notification to staff regarding the processing of their information.  Specifically in relation to security, confidentiality and fair obtaining of information as well as ensuring all disclosures are valid and authorised.  

All staff information, whether manually or automatically held, will be kept secure when not being used for employment or related purposes. 

Staff will be kept informed of any changes to the processing of their information, such as the implementation of the Electronic Staff Record, changes in payroll or other projects were data may be shared, stored or disclosed in a different way.

Staff will be made aware of their right of access to their records.  

5. POLICY STATEMENT
The purpose of this policy is to set out the responsibilities for Data Protection within the Trust, and the relevant levels of accountability. 

Policy Effect

The Trust will take all actions necessary to comply with the legal and professional obligations set out in UK legislation including:

· The Data Protection Act (1998).
· The Freedom of Information Act (2000).

· The Access to Health Records Act (1990) (where not superseded by the Data Protection Act 1998).
· The Computer Misuse Act (1990).
· The Copyright, Designs and Patents Act (1988) (as amended by the Copyright Computer Programs Regulations, 1992).
· The Crime and Disorder Act (1998).
· The Electronic Communications Act (2000)
· The Human Rights Act (1998).
The Trust is also required to comply with separate legislation that either restricts or requires the disclosure of person identifiable information:
Legislation Restricting Disclosure of personal identifiable information:

· The Human Fertilisation and Embryology (Disclosure of Information) Act 1992.
· The National Health Service (Venereal Diseases) (SI 1974/29).
· The Abortion Act 1967.
· The Adoption Act 1976.
Legislation Requiring Disclosure of personal identifiable information: 
· The Public Health (Control of Diseases) Act 1984&Public Health (Infectious Diseases) Regulations 1985.
· The Births and Deaths Act 1984. 
· The Police and Criminal Evidence Act 1984.
The Trust enacts these legal requirements through the following local policies, which are considered as being complimentary to each other. These policies will be reviewed on a regular basis to reflect changes in legislation and national guidance.
· Information Governance Policy
· Use of Computing Facilities Policy. (References the use of IT equipment, use of Trust e-mail facility, IT security).
· Computer Remote Access Policy.
· Research Governance Policy.
All members of Trust staff, agency staff, bank staff, students, volunteer staff and those employed on ‘honorary’ contracts from partner organisations must adhere to the standards set out in this policy.  
Failure to follow this policy and its subordinate policies could result in the instigation of disciplinary procedures.

6. PRIORITISATION OF WORK

This Data Protection Policy ensures compliance with current legislation and mandatory directions issued by the Department of Health and assists in achieving the NHS Codes of Practice for Confidentiality and Records Management objectives.

7. RESPONSIBILITY FOR DOCUMENT DEVELOPMENT

Lead Director: Alison Dailly: Director of Informatics.
Information Governance Lead: Balbir Bhogal: Head of Patient Services and Health Records Management, Head of Information Governance.
8. EQUALITY IMPACT ASSESSMENT
The Leeds Teaching Hospitals Trust is committed to ensuring that the way that we provide services and the way we recruit and treat staff reflect individual needs, promote equality and does not discriminate unfairly against any particular individual or group.
The development of Trust policies must comply with equalities legislation which is to promote equality and eliminate unlawful discrimination. Guidance on Equality Impact Assessment of policies is available on the Trust intranet.
	1. Screening

	How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? 

	
	Not relevant
	 Partly relevant (say which parts)
	Very relevant

	Race/ethnic group:
	              
	
	                X

	Disability
:
	               X
	.
	

	Gender including transsexuals:
	               
	
	                X

	Age:
	               X
	
	

	Sexual Orientation:
	               
	
	                 X

	Religion:
	               
	
	                 X

	Human Rights

	                
	
	                 X

	Carers or other group  (please state)
	                X
	
	

	

	2. Assessing Impact ( To be completed where the policy and associated procedures has been determined as relevant in the screening process)

	

	Race/ethnic group:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Disability:
	

	Gender:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data where it has pertinence to Gender Reassignment.

	Age:
	

	Sexual Orientation:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Religion:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Human Rights
	There is an expectation of privacy under the Human Rights Act and the Data Protection Act, when using certain facilities such as e-mail and the internet. Clear procedures and limitations of use are defined, also guidance notes are included.

	Carers or other group (please state):
	


9. IDENTIFICATION OF STAKEHOLDERS

The Data Protection Policy has Trust-wide implications.  Staff, including contractors, volunteers and employees of other organisations who are for the time being, subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.

10. CONSULTATION AND COMMUNICATION WITH STAKEHOLDERS

The Data Protection Policy has been the subject of extensive consultation and agreement with staff side.

11. POLICY APPROVAL AND RATIFICATION 

The final draft of the Data Protection Policy will be agreed by the Trust Senior Management Team (SMT) and endorsed by the Trust Board.
12. PROCESS FOR REVIEW/REVISION

The Data Protection Policy will be reviewed two years from the date of approval, by the Trust’s Information Governance lead.
13. COMMUNICATION AND DISSEMINATION

Following approval, the policy will be notified to the target groups named on the front page of this policy in the reference box as follows:

Directors – communication directly by e-mail and discussion at TMB.

Senior operational and corporate managers – communication directly by e-mail and to be notified by Directors through line management briefing.

All staff and members of the public – Trust communication channels including the Trust internet and intranet sites, e-Bulletin, staff handbook and staff inductions.
14. IMPLEMENTATION

The effective date will be immediate and implementation will apply to all information, staff and systems referred to in this policy.

Support is available from the Data Protection and Information Governance Manager.

15. DUTIES: ORGANISATIONAL ACCOUNTABILITY FRAMEWORK 

Chief Executive:
Overall responsibility for Information Governance within the Trust, including compliance with legal responsibilities and mandatory national standards and processes.
Director of Informatics: 
Overall responsibility for the development and maintenance of Information Governance practices throughout the Trust.
Caldicott Guardian (the Medical Director):
Protecting patients’ rights regarding the use of patient-identifiable information,   in line with the Caldicott Guidelines. 
Ensuring that patient- identifiable information is stored accessed and shared in an appropriate and secure manner.
Head of Patient Services and Health Records Management (Head of Information Governance):
Providing guidance for good Information Governance practice; and promoting compliance with this policy in such a way as to ensure the easy, appropriate and timely retrieval of information.
Operational day-to-day management of the Data Protection and Information Governance Manager.

Providing reports and information to the Trust Board, various Department of Health bodies and auditors.
Data Protection and Information Governance Manager:
Operational oversight of Information Governance processes, including writing policy documents, procedural guidance, and dealing with queries.
Divisional and Directorate Teams:
The responsibility for compliance with the Information Governance policy is devolved to the relevant directors and to directorate, service and other managers.  
Informatics Directorate; Patient Services and Records Department:
Providing training sessions and advice to Trust staff with responsibilities for record keeping and management.
Supporting the Trust Health Records Committee. 
All Trust Permanent and Temporary Staff, and contractors:
Protecting the integrity, security and confidentiality of Trust information and information systems (manual and electronic). 
16. Legislation and Trust Related Policies

The Trust has a comprehensive range of policies supporting information governance; reference must be made to these alongside this policy (See Appendix C). This suite of policies will be amended regularly to reflect changes in legislation and national guidance.
Legal and professional guidance should also be considered where needed.
17. Training
All staff will receive, as part of their mandatory induction package, a training session covering basic issues of Information Governance which includes reference to the Data Protection Act. Refresher training will be made available when required; this can be requested by an individual wanting personal development or arranged at the discretion of a manager.  Training is available via an e-learning package. 

18. Information Security

The Trust will establish and maintain policies for the effective and secure management of its information assets and resources.
Audits will be undertaken or commissioned to assess information and IT security arrangements.
The Trust’s Incident Reporting system will be used to report, monitor and investigate all breaches of confidentiality and security.

19. Process for Monitoring Compliance and Effectiveness
The Trust will establish and maintain policies for information quality assurance and the effective management of records.
Internal and external audits will be undertaken of Trust quality of data and records management arrangements.
External bodies, working against nationally agreed Key Performance Indicators, will audit the Trust. These reports will be made available for the Board and public inspection.
Managers are expected to take responsibility for, and seek to improve, the quality of data within their services.
Information quality will be assured at the point of collection wherever possible.
The Trust will promote data quality through policies, standard operating procedures, user guides, training, monitoring, performance management and audit.

20. Standards / Key Performance Indicators 

An assessment of compliance with national standards covering Data Protection requirements will be undertaken each year as part of the Trust submission of the Information Governance Toolkit (IGT). Annual reports and action plans will be presented to the Data Quality Programme Board for approval prior to submission. The Informatics Strategy and Programme Board will give final approval to the report and its recommendations; these will be shared with the Trust Audit Committee. 

There are IGT requirements for each of the following areas, all of which involve some form of interaction with Data Protection:

· Information Governance Management.
· Confidentiality and Data Protection Assurance.
· Information Security Assurance.
· Clinical Information Assurance.
· Secondary User Assurance.
· Corporate Information Assurance.
APPENDIX A - The Data Protection Act 1998

The eight Data Protection Principles are: 

	1
	Personal data shall be processed fairly and lawfully. 

	
	

	2
	Personal data shall be obtained for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

	
	

	3
	Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

	
	

	4
	Personal data shall be accurate and, where necessary, kept up to date.

	
	

	5
	Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

	
	

	6
	Personal data shall be processed in accordance with the rights of data subjects under this Act.

	
	

	7
	Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

	
	

	8
	Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.


Personal Data 

Personal data are defined in the act as data which relate to a living individual who can be identified; -

(a) from those data or

(b) from those data and other information which is in the possession of, or is likely to come into the possession of the data controller in respect of the individual.

Classes of Sensitive Personal Data

Racial or ethnic origin.
Political opinions.

Religious beliefs or other beliefs of a similar nature.
Trade Union membership.
Physical or metal health or condition.

Sexual life.

Commission or alleged commission of any offence or

Any proceedings for any offence or alleged offence committed by him, the disposal of such proceedings or the sentence by any court in such proceedings.

Schedule 2 – conditions for processing personal data: -

1. The data subject has given their consent to the processing.

2. The processing is necessary for –

(a) the performance of a contract to which the data subject is party, or

(b) for the taking of steps at the request of the data subject with a view to entering into a contract.

3. The processing is necessary to comply with any legal obligation to which the data controller is subject, other than an obligation imposed by contract.

4. The processing is necessary in order to protect the vital interests of the data subject.

5. The processing is necessary for: -

(a) the administration of justice

(b) for the exercise of any functions conferred by or under enactment

(c)    for the exercise of any functions of the Crown, a Minister of the Crown or a government department, or

(d) for the exercise of any other functions of a public nature exercised in the public interest.

6. The processing is necessary for the purposes of legitimate interests pursued by the data controller or by the third party or parties to whom the data are disclosed, except where the processing is unwarranted in any particular case because of prejudice to the rights and freedoms or legitimate interests of the data subject.  The Secretary of State may by order specify particular circumstances in which this condition is, or is not, to be taken to be satisfied.

Schedule 3 – Conditions for processing personal sensitive data.

1. The data subject has given their explicit consent to the processing of    the personal data.

2. The processing is necessary for the purposes of exercising or performing any right or obligation which is conferred or imposed by law on the data controller in connection with employment.  The Secretary of State may by order specify cases where this condition is either excluded altogether or only satisfied upon the satisfaction of further conditions.

3.  The processing is necessary – 

(a) in order to protect the vital interests of the data subject or another person, in a case where –

· consent can not be given by or on behalf of the data subject, or

· the data controller can not reasonably be expected to obtain the consent of the data subject, or

(b) in order to protect the vital interests of another person, in the case where consent by or on behalf of the data subject has been unreasonably withheld.

4. The processing – 

(a) is carried out in the course of its legitimate activities by any body or association which exists for political, philosophical, religious or trade-union purposes and which is not established or conducted for profit.

(b) Is carried out with appropriate safeguards for the rights and freedoms of data subjects,

(c) relates only to individuals who are either members of the body or association or who have regular contact with it in connection with its purposes, and

(d) does not involve disclosure of the personal data to a third party without the consent of the data subject.

5. The information contained in the personal data has been made public as a result of steps deliberately taken by the data subject.

6. The processing – 

(a) is necessary for the purposes of, or in connection with, and legal proceedings (including prospective legal proceedings),

(b) is necessary for the purpose of obtaining legal advice, or

(c) is otherwise necessary for the purposes of establishing, exercising or defending legal rights.

7. The processing is necessary –

(a) for the administration of justice,

(b) for the exercise of any functions conferred by under any enactment, or 

(c) for the exercise of any functions of the Crown, a Minister of the Crown or a government department.

The Secretary of State by order may specify cases where the condition is either excluded altogether or only satisfied upon satisfaction of further conditions.

8. The processing is necessary for medical purposes (including the purposes of preventative medicine, medical diagnosis, medical research, the provision of care and treatment and the management of health care services) and is undertaken by –

(a) a health professional (as defined by the Act), or

(b) a person who owes a duty of confidentiality which is equivalent to that which would arise if that person were a health professional.

9. The processing – 

(a) is of sensitive personal data consisting of information as to racial or ethnic origin,

(b) is necessary for the purpose of identifying or keeping under review the existence or absence of equality or opportunity or treatment between persons of a different racial or ethnic origins, with a view to enabling such equality to be promoted or maintained, and 

(c) is carried out with appropriate safeguards for the rights and freedoms of data subjects.  The Secretary of State may by order specify circumstances in which such processing is, or is not, to be taken to be carried out with appropriate safeguards for the rights and freedoms of data subjects.

APPENDIX B
Collection and disclosure of Confidential Data
The following notes are intended as general guidance when dealing with personally identifiable information, specifically staff and patient records.

In general terms, all NHS organisations collect patient information for very specific purposes, and this is carried out on a basis of the implied consent of the patient, but this only applies to essential services i.e. those necessary to provide care. This means that the patient normally has an expectation that their information is shared to provide their health care needs, and that they do not object. 

It should also be noted, that without this basic information, the organisation may not be able to offer a reasonable standard of health care.

Regarding staff information, this is collected with the full consent of the individual in the course of their employ. Consent is obtained at the beginning of the recruitment process and is acknowledged by signature of the candidate. 

Without this consent, no recruitment process can take place.

These notes refer to information stored in all formats, whether digital or manual.

Patient Information
Where we collect data and how we use it;

Treatment and care-

· Routine record and note keeping used to provide accurate information on which we base treatment and future care. 
· Sharing information with other health professionals in the event of any medical emergency, although this only refers to sharing the minimum information required for the purpose, and should be consented as soon as is practical.
· Sharing information between health professional for patient referral purposes. For instance, from GP to local hospital or from one specialty to another.
· To audit the care of patients against national standards to ensure best provision of care.

Administration-

· To positively identify the correct patient.
· To allow appointments to be made.
· To book tests and investigations.
· To advise GPs of progress or treatment, i.e. discharge summaries following in patient episodes of care.
Teaching-

· To allow new nurses and doctors to be trained in hospitals and universities where patients may be seen. (It is generally assumed that patients will want to be involved, but they must be made aware that they can object).

Further uses -

·  To allow payments to be made between the GPs and the Trust for services provided by the Trust.
· To improve the efficiency of services provided by the Trust to its patients
· To allow Health Authorities and the Trust to plan for future provisions of service. 
· Although this is mostly based on anonymised data, there are occasions were clear information is required i.e. sending out questionnaires.

Who can see this information?

Ordinarily, health care professionals and administrative support staff are only allowed access to the records of those patients whose care they are involved in. In the case of administrative staff, they will only be able to view the parts of a record that is relevant to their role, and essential for them to carry it out. For instance, a receptionist responsible for booking appointments should not be in a position to view the main record, just the pieces around appointments. Similarly, a Medical Secretary working for a consultant will have access to the main record when typing notes for the consultant.

In simple terms, access is based on a ‘need to know’ basis, which is defined by the individual’s role.

Where we allow other organisations to view patient information, we apply the same principles; they will only see what they need to know. However, we may also share information with other organisations when we are required to by law.

· The patient also has the right to access their own records, although some access may be restricted if information is considered to be potentially harmful to their medical or physical health.
· They do not have the right to see information that may compromise any lawful inquiry or investigation.
· They do not have an automatic right to view personal details of third parties within their records. 
· Personal information about relatives etc. will only be available to them with the consent of the third party or if there is a legal requirement to release the information.

Disclosures required by law

The Trust must disclose information if there is a specific legal requirement, such as notification of a known or suspected communicable disease. Where possible the patient should be informed of this, but their consent is not required.

· The police will often approach health care staff and ask for information about specific patients or activity of patients. Generally these requests are very specific and are part of ongoing investigations. These requests must be made in writing. The Data Protection Act (Section 29) allows for disclosures to take place under these circumstances, but it is not a legal obligation.
Disclosures to courts, in connection with legal action.

· The Trust must disclose information if ordered to do so by a judge or presiding officer of a court. 
· Care must be taken to ensure that any third party information is not disclosed when complying, unless specifically requested by the court or permission is given by the third party involved.

Staff Information

Where we collect data and how we use it;

We collect staff information for the following purposes, all of which are based on the explicit consent of staff, gained at the job application stage. All this information is an essential element of the recruiting and employment process.

Recruitment-

· Basic identifying information of the individual applicant.
· Basic domestic information like address and next of kin for contact purposes. Where third party information i.e. next of kin details is collected, it is the applicant’s responsibility to ensure the third party is aware of details being given.
· Educational qualifications.
· Job history, to illustrate suitability.
· Details of referees.
· Details of any past criminal history, to allow checks with the Criminal Records Bureau (CRB) – to assess for suitability for certain jobs.
· Ethnicity, gender, sexuality. This is a legal requirement on the employer in order to demonstrate compliance with various pieces of equality legislation. I.e. racial and sexual discrimination and to ensure that individuals are not discriminated against during the recruiting process.

Where evidence is provided to verify the applicants’ status, such as CRB, then the organisation will only need to record that verification has taken place, and will only retain copies of evidence provided where there is a lawful need to do so.
Administrative and Legal requirements-

The organisation will also retain various pieces of information for administration and support purposes, such:

· Bank details for pay arrangements.
· Details of payments made to staff (salary and expenses).
· Sick absence records.
· Injury records.
· Personal development records.
· Assessment records.
Some of theses details are kept for legal reasons, such as payments and sickness history, and the employer has a requirement to meet taxation regulations and those effecting Statutory Sick Pay.

Who can see this information?

Staff records can ordinarily only be accessed by management or support staff that have a direct responsibility to the support of specific staff. n simple terms, access is based on a ‘need to know’ basis, which is defined by the individual’s role i.e. a pay clerk will only have access to details of a record that is relevant to paying a member of staff.

Where we allow other organisations to view staff information, we apply the same principles; they will only see what they need to know. However, we may also share information with other organisations because we are required to by law.

The member of staff also has the right to access their own records, although there are some limitations, (see below). 

Disclosures required by law

The organisation must disclose information if there is a specific legal requirement, such as fraud or complaint investigations.

Amongst the most common sources for requests about employees are:

· HM Revenue and Customs.
· The Department of Work and Pensions.
· The Benefits Agency.
· The Child Support Agency.
· HM Court Services.
The police may approach the organisation and ask for information about specific members of staff or activity of staff. Generally these requests are very specific and are part of ongoing investigations. These requests must be made in writing. The Data Protection Act (Section 29) allows for disclosures to take place under these circumstances, but it is not a legal obligation.
Disclosures to courts or, in connection with legal action.

· The organisation must disclose information if ordered to do so by a judge or presiding officer of a court. 
· Care must be taken to ensure that any third party information is not disclosed when complying, unless specifically requested by the court or permission is given by the third party involved.

Restrictions on Disclosure to Staff.

· They do not have the right to see information that may compromise any lawful inquiry or investigation, either past or current.
· They do not have the right to see information that may have an impact on disciplinary proceedings or planned proceedings.
· They do not have a right to view personal details of third parties within their records. 

Staff may also be prevented from viewing management information about themselves where it may have an impact on the organisations ability to carry out its normal business. These circumstances may include such things as plans to promote, transfer or make staff redundant.
APPENDIX C
UK Legislation

· Data Protection Act (1998).
· Human Rights Act (1998).
· Freedom of Information Act (2000).
· Access to Health Records Act 1990 (where not superseded by the Data Protection Act 1998).
· Computer Misuse Act (1990).
· Copyright, designs and patents Act 1988 (as amended by the Copyright Computer programs regulations 1992.
· Crime and Disorder Act (1998).
· Electronic Communications Act 2000.
Legislation Restricting Disclosure of personal identifiable information:
· Human Fertilisation and Embryology (Disclosure of Information) Act 1992.
· The National Health Service (Venereal Diseases) (SI 1974/29).
· The Abortion Act 1967.
· The Adoption Act 1976.
Legislation Requiring Disclosure of personal identifiable information: 

· The Public Health (Control of Diseases) Act 1984&Public Health (Infectious Diseases) Regulations 1985.
· Births and Deaths Act 1984.
· Police and Criminal Evidence Act 1984.
Related Trust Policies and guidance

· Use of Computing Facilities Policy.
· Information Quality Assurance: All related policies and procedures.
· Data Quality Policy.
· Medical Records Policy.
· Records Management Policy.
· Research Governance Policy.
· HR related Confidentiality code of practice.
· Professional codes of conduct from the BMA, GMC and NMC and others including Allied Health professionals, Finance Professionals and NHS Managers.
· The Caldicott Recommendations (1997).
APPENDIX D: Checklist for the Review and Approval of Policy

To be completed and attached to the policy when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous? Is it positively named in respect of the behaviour, actions, established position it seeks to achieve?
	Yes
	

	
	Is it clear whether the document is a policy, guideline, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	Based on the requirements of the:



	3.
	Development Process
	
	

	
	Is the method described in brief?
	No
	N/A

	
	Are people involved in the development identified?
	No
	N/A

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	Document has been signed off by the Trust Staff side Committee prior to going to Board for approval.

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	Yes
	

	7.
	Dissemination and Implementation
	
	

	
	Is there a communications plan to identify how this will be done?
	Yes
	

	
	Does the implantation plan include the necessary training/support to ensure compliance?
	
	

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	To be held on Trust Central Repository managed by the Executive Support Manager. 

	
	Have archiving arrangements for superseded documents been addressed?
	N/A
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	

	
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10.
	Review Date
	
	

	
	Is the review date identified?
	Yes
	Twelve months from initial implementation.

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	Initial review after 12 months, then every 2 years there after.

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	
	Date
	

	Signature
	

	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	
	Date
	

	Signature
	


APPENDIX E: Version Control Sheet

This document to be maintained by the policy steering group, and a copy attached to each version as it is circulated for consultation/input.

	Version
	Date
	Author
	Status
	Comment

	1.1
	02 June 2009
	CJP
	
	Draft version for comment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


APPENDIX F: Consultation Plan
This plan should be completed by the management or staff-side sponsor of a policy in advance of the consultation process.  Supporting papers should be attached for information and the completed form should be sent to the relevant manager and staff-side representative and tabled at the appropriate forum for agreement.

	Sponsor Name: Alison Dailly

Job Title: Director of Informatics

Division: Executive Director
	Summary of Policy



	Why is the policy necessary?

Implementation of 
· Relevant legislation including Data Protection Act, Freedom of Information Act

· Department of Health Codes of Practice for Confidentiality, Records Management and Information Security
· Information Governance Toolkit 

· The Caldicott Recommendations (1997)


	Which staff/groups are affected?
Trust staff, contractors, volunteers and employees of other organisations who are subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.



	What is the potential impact of the policy?

Implementation of the above listed Department of Health Codes of Practice will have a positive effect on the processing of personal identifiable information

	How will staff be involved in developing the policy?  
Appropriate staff have been involved in the formulation of this policy and staff side representatives have been offered the opportunity to comment on the draft policy.



	Where will formal consultation take place?

             With local representatives   

             At JCF   

            At TCNC    (
Other Joint Forum 

(Please specify)​​​​​​​​​​​​​   _________________________________
	What is the target date for:

Completing consultation _ _

Implementation               ____ (subject to consultation)

Review            2 years after implementation

	Details of any specific constraints


	Outline Process Agreed 

Management Side  _________________

Staff Side               __________________

Date                       


APPENDIX G: Plans for Dissemination and Communication of Policy

To be completed and attached to any policy before being submitted to the appropriate committee for consideration and approval.

	Title of document:
	Data Protection Policy

	Date finalised:
	
	Dissemination lead:
Print name and contact details
	Chris Plumstead.
Ext 67020

	Previous document already being used?
	No
	
	

	If yes, in what format and where?
	

	Proposed action to retrieve out-of-date copies of the document:
	N/A

	To be disseminated to:


	How will it be disseminated, who will do it and when?
	Paper /
Electronic
	Comments

	Senior Management Team
	Taken to SMT meeting by Director of Informatics
	Both
	

	All Trust Staff
	The Information Governance Policy will be loaded onto the new Trust intranet site following its approval
	Electronic
	

	
	Place an article in the E-Bulletin once approved
	Electronic
	

	


Dissemination Record - to be used once document is approved.

	Date put on register / library of policies
	
	Date due to be reviewed
	


	Disseminated to: (either directly or via meetings, etc)
	Format (i.e. paper or electronic)
	Date Disseminated
	No. of Copies Sent
	Contact Details / Comments


Communication of Policy

	Objectives of communications plan

· Ensure that all concerned staff know of its existence, and where to find further guidance if necessary

· Understand the purpose of the document, and

· Understand their role in implementation.

	Key messages

All stakeholders must be aware of the current legislation, policies and procedures so they understand the effect of the policy on their working practices and will know where to find further guidance to support their roles. The policy breaks down stakeholders into operational groups that have specific responsibilities.

	Target Audience

All Trust employees and any non-Trust staff employed by third party contractors working in or on behalf of the Trust. This also includes staff from agencies, bank staff, students, volunteer staff and those employed on ‘honorary’ contracts from partner organisations.


	Stakeholders 

All Trust employees and any non-Trust staff employed by third party contractors working in or on behalf of the Trust. This also includes staff from agencies, bank staff, students, volunteer staff and those employed on ‘honorary’ contracts from partner organisations.


	Timing

· Document to be disseminated as below within 1 month of final Board approval.

	Channels/mechanisms

· Intranet

· GroupWise

	Table of activity

· Document loaded onto Intranet as part of Policy portfolio

· Trust wide ‘Announcement’ via Communications Dept, advising all staff of documents existence. Managers advised of availability of copies to download

· Article to go onto homepage of Intranet.


� To comply with human rights legislation a policy or function must, where possible, promote (in addition to equality), dignity, respect, fairness and autonomy


� How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? (indicate in boxes below)
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