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EXECUTIVE SUMMARY

The Trust is committed to the public service values of integrity, accountability and openness.  It is also committed to raise awareness of the requirement to ensure the safety of personal information, and enforce the message that misuse of personal data within the NHS is not acceptable and will not be tolerated. 

The Chief Executive and Director of Informatics have overall responsibility for the Data Protection Communication Policy and must ensure compliance with all relevant legislation, the NHS Code of Practice on Confidentiality and the Caldicott Recommendations.

The Trust will act in compliance with current legislation and best practice to provide high quality, timely, accurate and secure information. 
1.
Introduction

The Trust provides healthcare to many patients in many varied ways as it fulfils its core purpose(s).  Processing information about patients is a fundamental, routine part of that healthcare process and patients need to be aware that we collect and how we process their information in order to support their treatment.

The Data Protection Act 1998 governs the way in which the Trust processes all of its Personal Data. Principle 1 states, that all personal data shall be processed fairly and lawfully. This must be taken in to account when we are requesting patient information. 

This policy is to be read in conjunction with the following policy documents, which provide explicit guidance on the responsibilities around Information Governance;

· Information Ownership Policy

· Information Risk Policy

· Information Safe Haven Policy

· Network Storage Policy

· Data Protection Policy

· Freedom of Information Policy

· Information Incident Investigation Policy

2.
Objective

Patients need to be made aware that the information they give us may be recorded or shared in order to provide them with care and that it can also be used for the support of local clinical audit. The objectives of this document are: -

· To raise patient awareness as to the use of their information so that they can receive care and treatment.

· To inform them that we may use their information to protect the health of the public in general.

· To ensure that all patients are aware that their information could be used to run the NHS efficiently, plan for the future, train its staff, pay its bills and account for it actions.

· To ensure that all patients are aware their information can be used to educate tomorrow’s staff.  

· To ensure that patients are aware that sometimes the law requires us to pass on information.

· To ensure that patients are aware that we share their information with outside bodies such as the NHS central register

· To ensure patients who are receiving care from other people as well as the NHS, realise that we may have to share their information for their benefit.

· To ensure that patients are aware that their information can be used to carry out medical and other health research for the benefit of everyone.

3.      Scope of Policy 

This document offers guidance to all staff on the different ways of informing patients and other staff about the recording and sharing of their information. This document is intended to provide the information and methods to comply with this process.
4.
Communications

Research

When research is carried out using patients or staff from this trust, the same procedure must take place in relation to the processing of the personal information. An information sheet and consent form act as a fair processing notice under the first principle of the Data Protection Act. This means that the person must be fully informed of exactly what will happen to their information when taking part in this research. 

This must cover consent, what information will be recorded, who it will be shared with, including inside or outside of the EEU, if they can be identified, what will happen to this information after the research is over, if their GP will be informed, will their case notes be accessed etc.
Fair Processing Notice

In compliance with the First Principle of the Data Protection Act, the Trust must supply a Fair Processing Notice to patients or staff, informing them of what their information is being used for.

The primary mechanism for the delivery of this notice is in the form of the Trust Information About You Leaflet (a copy is enclosed in the Appendix) that is distributed to all patients with their first appointment letter. This will further be supported by Information Posters located within each clinical area, reception area and wards that provide information relating to the processing of patient information.

Data Protection Notification

In accordance with the legislative requirements, the Trust maintains a Notification held by the Information Commissioner that may be accessed by any member of the public. This Notification details all of the processing performed by the Trust and is reviewed and updated, if required, on an annual basis.

Internet

The Trust owns and operates its own Internet site that is readily accessible to all members of the public.  Data Protection provision on the main page, informs patients and visitors to the site about the processing that the Trust undertakes and provides a contact for any queries

5.  Roles and Responsibilities


Chief Executive

The Chief Executive (via department heads and designated staff) is responsible for ensuring the confidentiality of patient information.  The Trust must comply with the Data Protection Act 1998 to protect patient and staff information. It should also follow the recommendations of the Information Governance Group to maintain the confidentiality of personal information. 


Managers

It is the responsibility of all Directorate Managers to make sure that staff adheres to the principles in this policy when providing the information in their individual departments.


Staff

Departments that are responsible for informing patients of their attendance at this Trust must ensure that an “Information about You” leaflet is enclosed with each new out patient appointment or in-patient stay.

Each department/clinic area is responsible for making sure that the “Information about You” Leaflet is displayed on the reception area of that department, or in waiting rooms in order to give patients time to notice and absorb the information. 

Each department, ward, clinic area is responsible for the display of the Information about You poster in an area that is easily accessible for the patient.
Trust staff must incorporate checks within their everyday working practice to ensure that patients have seen all available information leaflets.

Trust staff must make clear to patients when information is recorded or accessed.

Trust staff must make clear to patients when information is or may be disclosed to others.

Trust staff must check that patients are aware of the choices available to them.

Trust staff must deal with concerns or queries.

Trust staff must respect the rights of patients to have access to their health records.  

6.
Training & Resources


All staff are required to attend Data Protection and Information Security Training Sessions provided as part of the Trust induction process. This Training ensures that all staff are fully conversant with the issues surrounding the obtaining, holding, recording, usage and sharing of patient or staff information in order for them to be able to discuss any aspect with patients.

A comprehensive Information Governance Intranet Site that is accessible to all staff supports this training. This site contains detailed information around the various aspects related to the processing of patient data.

7.
Monitoring and Audit

The Trust will ensure that implementation occurs through the Data Protection Communication Policy and related suite of policies. The Information Governance Group will monitor all Data Protection policies, programmes and work plans.

8.      Identification of Stakeholders
The Data Protection Communication Policy has Trust-wide implications.  Staff, including contractors, volunteers and employees of other organisations who are for the time being, subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.

9. 
Consultation and Communication with Stakeholders
The Data Protection Communication Policy has been the subject of extensive consultation and agreement with staff side.

10. Policy Approval and Ratification 

The final draft of the Data Protection Communication Policy will be agreed by the Trust Senior Management Team (SMT) and endorsed by the Trust Board.

11. Process for Review and Revision
The Data Protection Communication Policy will be reviewed two years from the date of approval, by the Trust’s Information Governance lead.

12. Communication and Dissemination
Following approval, the policy will be notified to the target groups named on the front page of this policy in the reference box as follows:

Directors – communication directly by e-mail and discussion at TMB.

Senior operational and corporate managers – communication directly by e-mail and to be notified by Directors through line management briefing.

All staff and members of the public – Trust communication channels including the Trust internet and intranet sites, e-Bulletin, staff handbook and staff inductions.

13. Implementation
The effective date will be immediate and implementation will apply to all information, staff and systems referred to in this policy.

Support is available from the Data Protection and Information Governance Manager.

14. Duties: Organisational Accountability Framework
Chief Executive:

Overall responsibility for Information Governance within the Trust, including compliance with legal responsibilities and mandatory national standards and processes.

Director of Informatics:

Overall responsibility for the development and maintenance of Information Governance practices throughout the Trust.

Caldicott Guardian:

Protecting patients’ rights regarding the use of patient-identifiable information,   in line with the Caldicott Guidelines. 

Ensuring that patient- identifiable information is stored accessed and shared in an appropriate and secure manner.

Head of Patient Services and Health Records (Head of Information Governance).
Providing guidance for good Information Governance practice and promoting compliance with this policy in such a way as to ensure the easy, appropriate and timely retrieval of information.

Operational day-to-day management of the Data Protection and Information Governance Manager.

Data Protection and Information Governance Manager:

Operational oversight of Data Protection Communication processes, including writing policy documents, procedural guidance, and dealing with queries.

Providing reports and information to the Trust Board, various Department of Health bodies and auditors.

Divisional and Directorate Teams:

The responsibility for compliance with the Data Protection Communication Policy is devolved to the relevant directors and to directorate, service and other managers.  

Informatics Directorate: Patient Services and Records Department:

Providing training sessions and advice, to Trust staff with responsibilities for record keeping and management.
Supporting the Trust Health Records Committee. 
 All Trust Permanent and Temporary Staff and Contractors:

Protecting the integrity, security and confidentiality of Trust information and information systems (manual and electronic). 
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Information about you
This leaflet explains why information is collected about you and the ways in which this information may be used in the NHS.

Why the Trust collects information about you.

Your doctor and other health professionals caring for you keep records about your health and any treatment and care you receive from the National Health Service.  These help to ensure that you receive the best possible care from us.  They may be written down (manual records) or held on computer.  The records may include:

· Basic details about you, such as address and next of kin.

· Contacts we have had with you, such as clinic visits.

· Notes and reports about your health and any treatment and care you need.

· Details and records about the treatment and care you receive.

· Results of investigations, such as x-rays and laboratory tests.

· Relevant information from other health professionals, relatives or those who care for you and know you well.

How your records are used to help you.

Your records are used to guide and administer the care you receive to ensure:

· Your doctor, nurse or any other healthcare professionals involved in your care have accurate and up-to-date information to assess your health and decide what care you need when you visit in the future.

· Full information is available should you see another doctor or healthcare professional, or be referred to a specialist or another part of the NHS.

· There is a good basis for assessing the type and quality of care you have received. You may also be invited to attend a particular focus group, designed to seek your opinion over matters relating to health care; you can choose if you wish to participate.

· Your concerns can be properly investigated if you wish to complain.

How your records are used to help in the NHS.

Your information may also be used to help us:

· Look after the health of the general public.

· Pay your GP, dentist and hospital for the care they provide.

· Audit NHS accounts and services.

· Investigate complaints, legal claims or untoward incidents.

· Make sure our services can meet patient needs in the future.

· Prepare statistics on NHS performance.

· Review the care we provide to ensure it is of the highest standard.

· Teach and train healthcare professionals.

· Conduct health research and development.

Some of this information will be held centrally, but if it is needed for statistical purposes, stringent measures are taken to ensure that individual patients cannot be identified.  Anonymous statistical information may be passed to organisations with a legitimate interest, including universities, community safety units and research institutions.

Where it is not possible to use anonymous information, personally identifiable information may only be used for essential NHS purposes.  These may include research and auditing services.  This will only be done with your consent.

How we keep your records confidential

Everyone working for the NHS has a legal duty to keep information about you confidential.

You may receive care from other people as well as the NHS (such as Social Services).  We may need to share some information about you so we can all work together for your benefit.  We will only ever use or pass on information about you if others involved in your care have a genuine need for it.

We will not disclose your information to third parties without your permission unless there are exceptional circumstances, such as when the health or safety of others is a risk or where the law requires information to be passed on.

Anyone who receives information from us is also under a legal duty to keep it confidential.

We are required by law to report certain information to the appropriate authorities.  This is only provided after formal permission has been given by a qualified health professional.  Occasions when we must pass on information include:

· Where we encounter infectious diseases that may endanger the safety of others, such as meningitis, measles or TB, (but not HIV/AIDS).

· Where a formal court order has been issued.

Our guiding principle is that we are holding your records in strict confidence.

Who are our partner organisations, with whom information may be shared?

· Strategic Health Authorities

· NHS Trusts

· Primary Care Trusts

· General Practitioners (GP's)

· Ambulance Services

Your information may also, subject to strict agreements describing how it will be used, be shared with:

· NHS Common Services Agencies such as Primary Care Agencies.

· Social Services.

· Education Services.

· Local Authorities.

· Voluntary Sector Providers.

· Private Sector Providers.

· The NHS Central Register.

· Cancer Registry’s.

· Other Hospital Trusts.       

e.g. We may share information with the Cardio Thoracic Centre for patients with relevant cardio thoracic conditions in order to facilitate timely and appropriate care.

How to access your own health records?

The Data Protection Act 1998, which came in to force on 1st March 2000, allows you to find out what information about you is held on computer and in certain manual records.  This is known as the "right of subject access".  It applies to your health records.

If you want to see your health records, you should make a written request to the Access to Health Records Office. You are entitled to receive a copy but please note a charge will be made.  You should also be aware that in certain circumstances your right to see some details in your health records may be limited in your own interest or for other reasons.

Further Information:
If you would like more information about how we use your information or if for any reason you do not wish to have your information used in any of the ways described in this leaflet please speak to the health professionals involved in your care.  You can also contact the Information Governance and Data Protection Manager at the hospital.

The Freedom of Information Act 2000 - gives you a general right of access to all types of information.  In order to let you know about our Trust and how we work, we have developed a publication scheme web site with useful information. This can be found at 

http://www.leedsth.nhs.uk/foi
If you require any more information or assistance regarding Freedom of Information or the web site please contact the Access to Information Office on 
The Information Commissioner enforces the Freedom of Information Act and the Data Protection Act. For more information visit:  www.informationcommissioner.gov.uk
Appendix B

Patient Identifiable information: -

Surname, Forename, Initials, Address, Date of Birth, Other dates (i.e. death, diagnosis), Postcode, Occupation, Sex, NHS number, National Insurance number, Ethnic Group, Telephone number, Hospital number.

These data items either on their own or in combination can identify the patient.   

Personal Data

Personal Data is defined as personal data relating to a living individual who can be identified from those data or data that they are likely to come into possession of.

Sensitive Personal Data

Sensitive Personal data is defined as information relating to an individuals racial or ethnic origin, political opinions, religious beliefs or other beliefs of a similar nature, membership of a trade union, physical or mental health or condition, sexual life, the commission or alleged commission of any offence or any proceedings committed or alleged to have been committed, the disposal of such proceedings or the sentence of any court in such proceedings.

Appendix C - Equality Impact Assessment
The Leeds Teaching Hospitals Trust is committed to ensuring that the way that we provide services and the way we recruit and treat staff reflect individual needs, promote equality and does not discriminate unfairly against any particular individual or group.
The development of Trust policies must comply with equalities legislation which is to promote equality and eliminate unlawful discrimination. Guidance on Equality Impact Assessment of policies is available on the Trust intranet.

	1. Screening

	How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? 

	
	Not relevant
	 Partly relevant (say which parts)
	Very relevant

	Race/ethnic group:
	               X
	
	

	Disability
:
	               X
	.
	

	Gender including transsexuals:
	               X
	
	

	Age:
	               X
	
	

	Sexual Orientation:
	               X
	
	

	Religion:
	               X
	
	

	Human Rights

	               
	
	                   X

	Carers or other group  (please state)
	                X
	
	

	

	2. Assessing Impact ( To be completed where the policy and associated procedures has been determined as relevant in the screening process)

	

	Race/ethnic group:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Disability:
	

	Gender:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data where it has pertinence to Gender Reassignment.

	Age:
	

	Sexual Orientation:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Religion:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Human Rights
	There is an expectation of privacy under the Human Rights Act and the Data Protection Act, when using certain facilities such as e-mail and the internet. Clear procedures and limitations of use are defined, also guidance notes are included.

	Carers or other group (please state):
	


Appendix D: Checklist for the Review and Approval of Policy

To be completed and attached to the policy when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous? Is it positively named in respect of the behaviour, actions, established position it seeks to achieve?
	Yes
	

	
	Is it clear whether the document is a policy, guideline, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	Based on the requirements of the:



	3.
	Development Process
	
	

	
	Is the method described in brief?
	No
	N/A

	
	Are people involved in the development identified?
	No
	N/A

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	Document has been signed off by the Trust Staff side Committee prior to going to Board for approval.

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	Yes
	

	7.
	Dissemination and Implementation
	
	

	
	Is there a communications plan to identify how this will be done?
	Yes
	

	
	Does the implantation plan include the necessary training/support to ensure compliance?
	
	

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	To be held on Trust Central Repository managed by the Executive Support Manager. 

	
	Have archiving arrangements for superseded documents been addressed?
	N/A
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	

	
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10.
	Review Date
	
	

	
	Is the review date identified?
	Yes
	Twelve months from initial implementation.

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	Initial review after 12 months, then every 2 years there after.

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	
	Date
	

	Signature
	

	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	
	Date
	

	Signature
	


Appendix E: Version Control Sheet

This document to be maintained by the policy steering group, and a copy attached to each version as it is circulated for consultation/input.

	Version
	Date
	Author
	Status
	Comment

	1.1
	July 2009
	CJP
	
	Draft version for comment

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix F: Consultation Plan

This plan should be completed by the management or staff-side sponsor of a policy in advance of the consultation process.  Supporting papers should be attached for information and the completed form should be sent to the relevant manager and staff-side representative and tabled at the appropriate forum for agreement.

	Sponsor Name: Alison Dailly

Job Title: Director of Informatics

Division: Executive Director
	Summary of Policy



	Why is the policy necessary?

Implementation of :

Relevant legislation including Data Protection Act, Freedom of Information Act

· Department of Health Codes of Practice for Confidentiality, Records Management and Information Security

· Information Governance Toolkit 

· The Caldicott Recommendations (1997)


	Which staff/groups are affected?

Trust staff, contractors, volunteers and employees of other organisations who are subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.

	What is the potential impact of the policy?

Implementation of the above listed Department of Health Codes of Practice will have a positive effect on the processing of personal identifiable information


	How will staff be involved in developing the policy?  

Appropriate staff have been involved in the formulation of this policy and staff side representatives have been offered the opportunity to comment on the draft policy.



	Where will formal consultation take place?

             With local representatives   

             At JCF   

            At TCNC    (
Other Joint Forum 

(Please specify)​​​​​​​​​​​​​   _________________________________
	What is the target date for:

Completing consultation _ _

Implementation               ____ (subject to consultation)

Review            2 years after implementation

	Details of any specific constraints


	Outline Process Agreed 

Management Side  _________________

Staff Side               __________________

Date                       


Patient Information








� To comply with human rights legislation a policy or function must, where possible, promote (in addition to equality), dignity, respect, fairness and autonomy


� How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? (indicate in boxes below)
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