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EXECUTIVE SUMMARY

The Trust is committed to the public service values of integrity, accountability and openness.  It is also committed to raise awareness of the requirement to ensure the safety of personal information, and enforce the message that misuse of personal data within the NHS is not acceptable and will not be tolerated. 

The Chief Executive and Director of Informatics have overall responsibility for the Incident Investigation Policy and must ensure compliance with all relevant legislation, the NHS Code of Practice on Confidentiality and the Caldicott Recommendations.

The Trust will act in compliance with current legislation and best practice to provide high quality, timely, accurate and secure information. 
1. Scope

The Trust provides healthcare to many patients in many varied ways as it fulfils its core purpose(s). Processing information about patients is a fundamental, routine part of that healthcare process. 

The Trust has a responsibility to monitor all incidents that occur within the organisation that may breach Information Security requirements and/or confidentiality of personal information, corporate information and service provision. 

The Trust also needs to ensure that all incidents are identified, reported and monitored. The Trust already has a method of recording clinical incidents but not necessarily non-clinical incidents relating to breaches of security and 

confidentiality. 

The NHS Security and Data Protection Programme define Information Security as ‘protecting the confidentiality, integrity and availability (CIA) of data and information’. 

Confidentiality
 data access is confined to those with authority to view the data 
Integrity 
all system assets are operating correctly according to specification and in the way the current User believes them to be operating 

Availability 
information is delivered to the right person, when it is needed 

2. Objectives 

In order to protect the Confidentiality, Integrity and Availability (CIA) of data and information, it is important that any incident that forms a breach of the CIA principles be investigated, and the resulting findings used to eliminate the risk of a re-occurrence of the breach. The objectives of this document are: 

· to raise staff awareness of what constitutes an Information Security Incident; 

· to inform staff of the procedure for reporting Information Security Incidents; 

· to document the processes involved in the investigation and resolution of Information Security related incidents. 
This document offers guidance to all Trust Staff relating to the processes involved in the identification, classification and response to any Information Security Incident within the Trust. 

3. Definitions 

Person Identifiable information 

Surname, Forename, Initials, Address, Date of Birth, Other dates (i.e. death, diagnosis), Postcode, Occupation, Sex, NHS number, National Insurance number, Ethnic Group, Telephone number, Hospital number. 

These data items either on their own or in combination can identify the person. The use of identifying data items, within flows of information, by fax transfer increases the risk of confidential patient details being seen by unauthorised people. 

Information Security Incident 
An Information Security Incident is defined as any event that has or may result in the following: 

· The disclosure of confidential information to any unauthorised individual 

· The integrity of the system or data being compromised or put at risk 

· The availability of the system or data being put at risk 

· An adverse impact upon the Trust e.g. 

· Embarrassment or disrepute to the Trust 
· Threat to personal safety or privacy 
· Legal obligation or penalty 
· Financial Loss 
· Disruption of activities 

· Unauthorised access to a computer system in accordance with he Computer Misuse Act (1990) 

Sensitive Information Security Incidents 
There are a certain number of incidents that might require an official Police Investigation or the instigation of legal action against a member of staff. 

Internet Misuse and Abuse 
The misuse of the Internet may result in disciplinary action being taken and, in the event of illegal activity, may result in prosecution of the individual concerned. 
Any activity against the law of the land is automatically in breach of Trust policy. 

The following list identifies a representative sample of inappropriate activity: 

Pornography - The possession, viewing, downloading, transmission or storage any sexually explicit writing or pictures' 

Commercial traffic - Anything that is inappropriate to the NHS workplace, including such aspects as advertising or operating home businesses; 

Software - The unauthorised exchange of software, images, documents and other prohibited material (software piracy, breaches of copyright and licence agreements, and so on); 

Unlawful Activity. This includes such practices as ‘Spamming’; 

Other - Any other illegal, morally unacceptable, or unethical traffic 

Guidance on the acceptable use of Trust computing equipment can be found at:
http://lthweb/sites/information-governance/documents/user-manual.pdf/view
4. Supporting Documentation 

This policy is to be read in conjunction with the following policy documents, which provide explicit guidance on the responsibilities around Information Governance;

· Information Ownership Policy

· Information Risk Policy

· Information Safe Haven Policy

· Network Storage Policy

· Data Protection Communication Policy

· Data Protection Policy

· Freedom of Information Policy

5. Operational Responsibilities 
Managers 
The Chief Executive (via department heads and designated staff) is responsible for ensuring the confidentiality of patient information. 

The department head is locally responsible for the provision of staff training. 

All designated staff must be fully aware of the Incident Investigation guidance, its requirements and implementation. 

All remaining staff should have an understanding of the responsibilities associated with this policy. 

Staff 
All staff should be familiar with this policy and how to report a suspected Information Security Incident. 

Data Protection and Information Governance Manager 
It is the responsibility of Trust Data Protection and Information Governance Manager (DPIG) to ensure that all investigations are conducted in accordance with the requirements detailed within this document. 

6. Trust Information Security Incident Reporting Procedure 

Reporting of Incidents 

All incidents occurring within the Trust MUST be investigated and monitored. The Trust provides a number of different mechanisms for reporting of an Incident: 

· Via telephone to the IT Service Desk (Ext 26655); 
· Via email addressed to the DPIG. 
· Completion of IR1 Form

All incidents will be dealt with in a confidential manner 

Some incidents may impact on other parts of the NHS e.g. a virus and if such an event occurs, the incident will be reported to the NHS Connecting for Health Security and Data Protection Officer by the IT Department.
The Trust accepts that when reporting an Incident, the member of staff may wish to refrain from providing the DPIG with their identity. As such, the provision of personal details from the staff member reporting the incident is not mandatory and any member of staff, who wishes to remain anonymous, may do so. 

Departmental Reporting 
In addition to the standard reporting procedures detailed above, certain departments will also report incidents in order to ensure a unified reporting procedure. The Departments that are involved in this are detailed below: 

· IT Service Desk 
· Estates Security 
· Risk Manager 
· Communications Staff 
· Human Resources 

These departments will inform the DPIG whenever an Incident occurs that might have an Information Security implication such as strange desktop behaviour, the theft of a computer, faxes sent to the wrong location and the divulging of personal information. This list is not exhaustive. 

7. Incident Investigation Procedure 
All incidents reported through the Trust Information Security Incident Reporting Procedure will be investigated using the following process: 

1. The Incident Report will be assessed and assigned the relevant Incident Classification and priority. 
2. The Incident will be recorded on the Information Security Incident Monitoring System (IMS), which will be used for audit purposes. The Risk Manager will also be informed of the Incident through the Information Security Incident Monitoring System. The IMS is a restricted access system. 
3. Evidence will be gathered relating to the Incident. This may involve including other departments such as the Information Technology Department in the event of a computer incident. This evidence will be recorded using the IMS and utilised in any action taken. All evidence will be collated in adherence to the Trust Investigation Procedures. 
4. The appropriate Divisional/Directorate Manager will be informed of the Incident and presented with any information collected. If requested, the Information Security Officer or Data Protection Officer will provide advice relating to the Incident such as the severity of the incident, potential risk etc. If the incident involves a Department/Directorate Head, then the appropriate executive lead will be informed of the Incident. 
5. The Information Security Officer will record the outcome of the Incident in the IMS. 
6. Disciplinary action, if any, will be taken at the discretion of the Divisional/Directorate Managers in accordance with the Trust Disciplinary Policy. 
7. Once all required action has taken place, the IMS will be updated and the Incident closed. The Risk Manager will then be informed of the Incident resolution and the fact that it is considered closed.
8. The Trust operates a ‘No Blame’ policy and where possible, incidents will be used as opportunities to raise awareness of Information Security related issues. 

8. Sensitive Incident Investigation Procedures 

Collation of Evidence 
When an incident occurs that may involve illegal activity, it is necessary to ensure that any evidence that is collected may be admissible within a Court of Law. If at any point, a suspected incident (as identified in the Definitions section of the document) is observed, the DPIG MUST be informed. 

Such incidents may well require further, in depth, computer based evidence that may be required by a Court of Law. The required actions will be dictated by the severity of the incident, but there are four basic principles for the collection of computer based evidence (as advised by the Association of Chief Police Officers (ACPO). 

ACPO Principles 

Principle 1 

No action taken by investigators should change data held on a computer or other media which may subsequently be relied upon in Court. 

Principle 2 

In exceptional circumstances where a person finds it necessary to access original data on a target computer that person must be competent to do so and to give evidence explaining the relevance and the implications of their actions. 

Principle 3 

An audit trail or other record of all processes applied to computer based evidence should be created and preserved. An independent third party should be able to examine those processes and achieve the same result. 

Principle 4 

The investigator in charge of the case is responsible for ensuring that the law and these principles are adhered to. This applies to the possession of and access to information contained in a computer. They must be satisfied that anyone accessing the computer, or any use of a copying device, complies with these laws and principles. 

9. Identification of Stakeholders

The Incident Investigation Policy has Trust-wide implications.  Staff, including contractors, volunteers and employees of other organisations who are for the time being, subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.

10. Consultation and Communication with Stakeholders
The Incident Investigation Policy has been the subject of extensive consultation and agreement with staff side.

11. Policy Approval and Ratification 

The final draft of the Incident Investigation Policy will be agreed by the Trust Senior Management Team (SMT) and endorsed by the Trust Board.

12. Process for Review and Revision
The Incident Investigation Policy will be reviewed two years from the date of approval, by the Trust’s Information Governance lead.

13. Communication and Dissemination
Following approval, the policy will be notified to the target groups named on the front page of this policy in the reference box as follows:

Directors – communication directly by e-mail and discussion at TMB.

Senior operational and corporate managers – communication directly by e-mail and to be notified by Directors through line management briefing.

All staff and members of the public – Trust communication channels including the Trust internet and intranet sites, e-Bulletin, staff handbook and staff inductions.

14. Implementation
The effective date will be immediate and implementation will apply to all information, staff and systems referred to in this policy.

Support is available from the Data Protection and Information Governance Manager.

15. Duties: Organisational Accountability Framework
Chief Executive:

Overall responsibility for Information Governance within the Trust, including compliance with legal responsibilities and mandatory national standards and processes.

Director of Informatics:

Overall responsibility for the development and maintenance of Information Governance practices throughout the Trust.

 Caldicott Guardian:

Protecting patients’ rights regarding the use of patient-identifiable information,   in line with the Caldicott Guidelines. 

Ensuring that patient- identifiable information is stored accessed and shared in an appropriate and secure manner.

 Head of Patient Services and Health Records
Providing guidance for good Information Governance practice; and promoting compliance with this policy in such a way as to ensure the easy, appropriate and timely retrieval of information.

Operational day-to-day management of the Data Protection and Information Governance Manager.

Data Protection and Information Governance Manager:

Operational oversight of Incident Investigation processes, including writing policy documents, procedural guidance, and dealing with queries.

 Providing reports and information to the Trust Board, various Department of Health bodies and auditors.

Divisional and Directorate Teams:

The responsibility for compliance with the Incident Investigation Policy is devolved to the relevant directors and to directorate, service and other managers.  

Informatics Directorate: Patient Services and Records Department:
Providing training sessions and advice to Trust staff with responsibilities for record keeping and management.
Supporting the Trust Health Records Committee. 
All Trust Permanent and Temporary Staff and Contractors:

Protecting the integrity, security and confidentiality of Trust information and information systems (manual and electronic). 
Appendix A - Supporting Legislation and Guidance 

The Data Protection Act 1998 Seventh Principle states: 

-“…Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data…” 

The Caldicott Committee Report principles provide further guidance to the appropriate use of patient information. Complying with the law and following the NHS guidance will minimise the risk of unauthorised access to confidential information when using fax locations. 

The Caldicott Committee report principles are as follows: -

• Justify the purpose of the use of patient – identifying information 

• Don’t use patient – identifying information unless it is absolutely necessary 

• Use the minimum patient – identifying information necessary 

• Access to patient – identifying information should be on a strict ’need to know’ basis 

• Everybody with access to patient – identifying information should be aware of their responsibilities 

• Understand and comply with the law ISO17799 is the Code of Practice for Information Security Management. Section 13.1 states: -

‘A formal information security event reporting procedure should be established, together with an incident response and escalation procedure, setting out the action to be taken on receipt of a report of an information security event. A point of contact should be established for the reporting of information security events. It should be ensured that this point of contact is known throughout the organisation, is always available and is able to provide adequate and timely response. .’ 

Computer Misuse Act (1990) states that: 

“…Unauthorised access to computer material. 

(1) A person is guilty of an offence if— 
(a) he causes a computer to perform any function with intent to secure access to any program or data held in any computer; (b) the access he intends to secure is unauthorised; and (c) he knows at the time when he causes the computer to perform the function that that is the case. 
(2) The intent a person has to have to commit an offence under this section need not be directed at— 
(a) any particular program or data; (b) a program or data of any particular kind; or (c) a program or data held in any particular computer. 

(3) A person guilty of an offence under this section shall be liable on summary conviction to imprisonment for a term not exceeding six months or to a fine not exceeding level 5 on the standard scale or to both. 

Unauthorised access with intent to commit or facilitate commission of further offences. 

2.—
(1) A person is guilty of an offence under this section if he commits an offence under section 1 above ("the unauthorised access offence") with intent— 

(a) to commit an offence to which this section applies; or 

(b) to facilitate the commission of such an offence (whether by himself or by any other person); and the offence he intends to commit or facilitate is referred to below in this section as the further offence. 

(2) This section applies to offences— 

(a) for which the sentence is fixed by law; or 

(b) for which a person of twenty-one years of age or over (not previously convicted) may be sentenced to imprisonment for a term of five years (or, in England and Wales, might be so sentenced but for the restrictions imposed by section 33 of the [1980 c. 43.] Magistrates' Courts Act 1980). 

(3) It is immaterial for the purposes of this section whether the further offence is to be committed on the same occasion as the unauthorised access offence or on any future occasion. (4) A person may be guilty of an offence under this section even though the facts are such that the commission of the further offence is impossible. (5) A person guilty of an offence under this section shall be liable— 

(a) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not exceeding the statutory maximum or to both; and 
(b) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine or to both. Unauthorised modification of computer material. 

3.—
(1) A person is guilty of an offence if— 

(a) he does any act which causes an unauthorised modification of the contents of any computer; and (b) at the time when he does the act he has the requisite intent and the requisite knowledge. 

(2) For the purposes of subsection (1) (b) above the requisite intent is an intent to cause a modification of the contents of any computer and by so doing— (a) to impair the operation of any computer; (b) to prevent or hinder access to any program or data held in any computer; or (c) to impair the operation of any such program or the reliability of any such data. 
(3) The intent need not be directed at— 

(a) any particular computer; (b) any particular program or data or a program or data of any particular kind; or (c) any particular modification or a modification of any particular kind. (4) For the purposes of subsection (1) (b) above the requisite knowledge is knowledge that any modification he intends to cause is unauthorised. (5) It is immaterial for the purposes of this section whether an unauthorised modification or any intended effect of it of a kind mentioned in subsection (2) above is, or is intended to be, permanent or merely temporary. (6) For the purposes of the [1971 c. 48.] Criminal Damage Act 1971 a modification of the contents of a computer shall not be regarded as damaging any computer or computer storage medium unless its effect on that computer or computer storage medium impairs its physical condition. (7) A person guilty of an offence under this section shall be liable— 

(a) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not exceeding the statutory maximum or to both; and; (b) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine or to both…” 
Additional Legislation and Guidance

NHS Guidelines: 

· Information Security Management NHS Code of Practice (Gateway Ref 7974)

· Confidentiality NHS Code of Practice (Gateway Ref 1656)
Additional Legislation: 

All Trust staff and Board Members will comply with current legislation regarding the use and retention of Person Identifiable Data and use of computer systems. These include, but are not limited to: 

· Copyright, Design & Patents Act

· Regulation of Investigatory Powers Act
· Human Rights Act

· Electronic Communications Act

· Obscene Publications Act

· Common Law Duty of Confidentiality

· EU Directive on Waste Electrical and Electronic Equipment

NB Breaches of the Computer Misuse Act carry a maximum penalty of   

5 years imprisonment or an unlimited fine.
Appendix B - Example Information Security Incidents 

A non-clinical incident relating to breaches of security and/or confidentiality could be anything from users of computer systems sharing passwords to a piece of paper identifying a patient being found in the high street. A security incident might be an ‘unusual’ event e.g. something odd happening on the screen, a computer file disappearing, an unaccompanied stranger in a restricted area. 

Some examples of these types of incidents include: 

· Finding computer printout of patient details at the play group 

· Finding a clinic list, the back of which is used for a shopping list, in the supermarket 

· Finding a patient case note in a ladies toilet within a hospital site 

· Finding a case note in the back of an unattended wheelchair used by porters to move patients 

· Identifying that a fax that was thought to have been sent to a GP had been received by a private householder 

· Giving out identifiable information about an individual over the telephone 

· Losing a laptop computer with personal information on it 
· Giving information to someone who should not have access to it – verbally, in writing or electronically 

· Accessing a computer database using someone else’s authorisation e.g. someone else’s user id and password 

· Trying to access a secure area using someone else’s swipe card or pin number when not authorised to access that area 

· Finding your PC and/or programmes aren’t working correctly – potentially because you may have a virus and not reporting it 

· Software malfunction 

· Sending a sensitive e-mail to ‘all staff’ by mistake 
· Finding an employees password written down on a ‘post-it’ 

· Finding someone has tried to ‘break in’ to the office/building 
Some examples of recent incidents that have resulted in disciplinary action are: 

· The receipt of sexually explicit email not reported to the relevant individual 

· The forwarding of chain emails 

· The storing of copyrighted music and video on the Trust’s network 

· The downloading/installation of unauthorised software onto Trust computers 

· The use of patient labels from case notes to address letters 

· The accessing of computer systems in inappropriate areas 
Appendix C - Equality Impact Assessment
The Leeds Teaching Hospitals Trust is committed to ensuring that the way that we provide services and the way we recruit and treat staff reflect individual needs, promote equality and does not discriminate unfairly against any particular individual or group.
The development of Trust policies must comply with equalities legislation which is to promote equality and eliminate unlawful discrimination. Guidance on Equality Impact Assessment of policies is available on the Trust intranet.

	1. Screening

	How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? 

	
	Not relevant
	 Partly relevant (say which parts)
	Very relevant

	Race/ethnic group:
	               X
	
	

	Disability
:
	               X
	.
	

	Gender including transsexuals:
	               X
	
	

	Age:
	               X
	
	

	Sexual Orientation:
	               X
	
	

	Religion:
	               X
	
	

	Human Rights

	               
	
	                   X

	Carers or other group  (please state)
	                X
	
	

	

	2. Assessing Impact ( To be completed where the policy and associated procedures has been determined as relevant in the screening process)

	

	Race/ethnic group:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Disability:
	

	Gender:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data where it has pertinence to Gender Reassignment.

	Age:
	

	Sexual Orientation:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Religion:
	Classed as sensitive information by the DPA 1998, with an obligation to maintain security of such data.

	Human Rights
	There is an expectation of privacy under the Human Rights Act and the Data Protection Act, when using certain facilities such as e-mail and the internet. Clear procedures and limitations of use are defined, also guidance notes are included.

	Carers or other group (please state):
	


Appendix D: Checklist for the Review and Approval of Policy

To be completed and attached to the policy when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous? Is it positively named in respect of the behaviour, actions, established position it seeks to achieve?
	Yes
	

	
	Is it clear whether the document is a policy, guideline, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	Based on the requirements of the:



	3.
	Development Process
	
	

	
	Is the method described in brief?
	No
	N/A

	
	Are people involved in the development identified?
	No
	N/A

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	Document has been signed off by the Trust Staff side Committee prior to going to Board for approval.

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	Yes
	

	7.
	Dissemination and Implementation
	
	

	
	Is there a communications plan to identify how this will be done?
	Yes
	

	
	Does the implantation plan include the necessary training/support to ensure compliance?
	
	

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	To be held on Trust Central Repository managed by the Executive Support Manager. 

	
	Have archiving arrangements for superseded documents been addressed?
	N/A
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	

	
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10.
	Review Date
	
	

	
	Is the review date identified?
	Yes
	Twelve months from initial implementation.

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	Initial review after 12 months, then every 2 years there after.

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	
	Date
	

	Signature
	

	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	
	Date
	

	Signature
	


Appendix E: Version Control Sheet

This document to be maintained by the policy steering group, and a copy attached to each version as it is circulated for consultation/input.

	Version
	Date
	Author
	Status
	Comment

	1.1
	July 2009
	CJP
	
	Draft version for comment

	
	Sept 09
	CJP
	
	Revision to draft based on management feedback.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix F: Consultation Plan

This plan should be completed by the management or staff-side sponsor of a policy in advance of the consultation process.  Supporting papers should be attached for information and the completed form should be sent to the relevant manager and staff-side representative and tabled at the appropriate forum for agreement.

	Sponsor Name: Alison Dailly

Job Title: Director of Informatics

Division: Executive Director
	Summary of Policy



	Why is the policy necessary?

Implementation of :

Relevant legislation including Data Protection Act, Freedom of Information Act

· Department of Health Codes of Practice for Confidentiality, Records Management and Information Security

· Information Governance Toolkit 

· The Caldicott Recommendations (1997)


	Which staff/groups are affected?

Trust staff, contractors, volunteers and employees of other organisations who are subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.

	What is the potential impact of the policy?

Implementation of the above listed Department of Health Codes of Practice will have a positive effect on the processing of personal identifiable information


	How will staff be involved in developing the policy?  

Appropriate staff have been involved in the formulation of this policy and staff side representatives have been offered the opportunity to comment on the draft policy.



	Where will formal consultation take place?

             With local representatives   

             At JCF   

            At TCNC    (
Other Joint Forum 

(Please specify)​​​​​​​​​​​​​   _________________________________
	What is the target date for:

Completing consultation _ _

Implementation               ____ (subject to consultation)

Review            2 years after implementation

	Details of any specific constraints


	Outline Process Agreed 

Management Side  _________________

Staff Side               __________________

Date                       


� To comply with human rights legislation a policy or function must, where possible, promote (in addition to equality), dignity, respect, fairness and autonomy


� How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? (indicate in boxes below)
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