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EXECUTIVE SUMMARY

The Trust is committed to the public service values of integrity, accountability and openness.  It is also committed to raise awareness of the requirement to ensure the safety of personal information, and enforce the message that misuse of personal data within the NHS is not acceptable and will not be tolerated. 

The Chief Executive and Director of Informatics have overall responsibility for the Information Ownership Policy and must ensure compliance with all relevant legislation, the NHS Code of Practice on Confidentiality and the Caldicott Recommendations.

The Trust will act in compliance with current legislation and best practice to provide high quality, timely, accurate and secure information. 

1. Introduction 
Information is a vital asset, both in terms of the clinical management of individual patients and the efficient management of Trust services and resources. 

It plays a key part in clinical governance, service planning and performance management and decision-making. It is therefore of paramount importance that information is effectively managed with appropriate policies and procedures in place and that management accountability is identified to provide a robust information governance framework to support the organisation. 

This policy is to be read in conjunction with the following policy documents, which provide explicit guidance on the responsibilities around Information Governance;

· Information Risk Policy

· Information Safe Haven Policy

· Network Storage Policy

· Data Protection Communication Policy

· Data Protection Policy

· Freedom of Information Policy

· Information Incident Investigation Policy
2. Objective 

This document will detail the processes that must be adhered to in ensuring that Information Assets maintained within the Trust comply with all guidance 

and legislation relating to this area. 

The document also provides guidance on the aspects of maintaining Information Assets within the Trust. 

3. Scope 

The Trust has a duty of care with regards to maintaining the confidentiality of both patients and staff. As such, it is important that all systems, manual

or electronic, be identified and recorded to ensure that confidentiality is maintained and that both NHS and Legislative requirements are adhered to. 

4. Policy 

4.1 Asset Inventory 

The IT Department, in cooperation with the Information Governance Department will record all of the Trust’s major Information Assets in a central Asset Inventory. This Inventory will record the Asset type, function and system owner. 

4.2 Definitions 

Information Assets are defined as anything that records, stores or processes information. This includes such items as Network Servers, the Exchange Servers, Computerised Systems such as PAS, Manual Filing Systems and audio/visual media. This list is not exhaustive. 

4.3 Review Schedule 

The Asset Register will be reviewed on a regular basis to ensure that the information is accurate and concurrent with the actual assets that are currently operated within the Trust. 

A review will also occur after any major organisational change. These changes will include such aspects as the implementation of a new system or redundancy of an existing system. 

This list is not exhaustive. 

4.4 Supporting Legislation and Guidance 

The Data Protection Act (1998) details a list of principles, which must be adhered to when holding or processing personal information: 

· Personal data shall be processed fairly and lawfully. – All personal data should be processed within the law. The Data Protection Act 1998, applies to living individuals only. 
· Personal data shall be obtained only for one of more specified and lawful purposes. Information the Trust collect from its patients and staff should only be used for the purpose we requested it for and for nothing else. e.g. we cannot give any information to Researchers without explicit consent from the patient first. 
· Personal data shall be adequate, relevant and not excessive in relation to the purpose of purposes for which they are processed. You cannot ask for information other than the information you require now. You will be asked to justify why you have collected this when it is not needed. 

· Personal data shall be accurate and, where necessary kept up to date. Every time a patient attends any department in this Trust all their details must be checked. In case of any changes such as Address, GP details, Phone Number, Next of Kin. This is in case the Trust needs to contact the patient urgently. The Trust must keep this information as accurate and up to date as possible. Staff are responsible for ensuring they give accurate and complete information when joining the Trust and keep management and personnel informed of any changes to their details. Managers should ensure that staff details are checked with them on a regular basis for completeness and accuracy. Note that major incident contact lists will also need to be regularly updated. 
· Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or purposes. Personal information that the Trust collects on our patients must be kept for certain amounts of time. E.g. Minors – until their 25th birthday.  If you need any information regarding the retention period for information contact Corporate Records Manager or Data Protection Office. 
· Personal data shall be processed in accordance with the rights of data subjects under this Act. Individuals have the right to know what information the Trust holds on them. They can obtain copies of this information from The Access to Information Department. 
· Appropriate measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss, destruction or damage. Both the Trust and you as members of staff must take steps to protect the information be it Electronic, or Manual from loss, damage or unauthorised access. 
· Personal data shall not be transferred to a country or territory outside the European Economic area, unless that country or territory ensures an adequate level of protection in relation to the processing of personal data. The Data Protection office must be contacted if you need to send any information regarding patients to another country outside of the EEA. Not all Countries have the same level of protection 

4.5 Data Retention Periods 

The Leeds Teaching Hospitals NHS Trust’s Record Management Policy details the approach taken by the Trust towards Record Management and provides guidance on the retention and destruction of records. Department of Health guidance on retention can be found at;
http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_4069253
5. Roles and Responsibilities 
This Policy is the responsibility of the Head of Information Governance. 

It is the responsibility of all staff to familiarise themselves with this policy and all related Informatics policies and documentation where applicable. 

It is the responsibility of all Divisional and Directorate Managers to ensure the policy is disseminated to all staff, and that staff have read and understood the policy. 

It is the responsibility of the Information Governance Manager to ensure the policy is available trust wide via the Policy web site. 

Staff must ensure at all times that high standards of information quality, data protection, integrity, confidentiality and records management are met in compliance with the relevant legislation and NHS guidance. 
Clinicians and managers must promote high standards of Information Governance. 
6. Training & Resources 

The implementation of policies in this area will be carried out across the Trust by all involved staff and will be led by the Information Governance Manager and supporting teams (Information Quality, Data Protection, Information Security, Records Management, Freedom of Information etc). 

Information Governance elements will be included in standard Trust induction, and other awareness sessions. 

Managers will ensure that the relevant paragraphs are included in staff job descriptions. 

Managers will assist with conducting the annual information asset review via a census and carry out data flow mapping work. 

7. Monitoring and Audit 

Information is a vital asset, both in terms of the clinical management of individual patients and the efficient management of Trust services and resources. It plays a key part in clinical governance, service planning and performance management and decision-making. It is therefore of paramount importance that information is effectively managed with appropriate policies and procedures in place and that management accountability is identified to provide a robust information governance framework to support the organisation. 
Appendix A:
Equality Impact Assessment
The Leeds Teaching Hospitals Trust is committed to ensuring that the way that we provide services and the way we recruit and treat staff reflect individual needs, promote equality and does not discriminate unfairly against any particular individual or group.
The development of Trust policies must comply with equalities legislation which is to promote equality and eliminate unlawful discrimination. Guidance on Equality Impact Assessment of policies is available on the Trust intranet.
	1. Screening

	How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? 

	
	Not relevant
	 Partly relevant (say which parts)
	Very relevant

	Race/ethnic group:
	              X
	
	

	Disability
:
	               X
	
	

	Gender including transsexuals:
	               X
	
	

	Age:
	               X
	
	

	Sexual Orientation:
	               X
	
	

	Religion:
	               X
	
	

	Human Rights

	               X
	
	

	Carers or other group  (please state)
	                X
	
	

	

	2. Assessing Impact ( To be completed where the policy and associated procedures has been determined as relevant in the screening process)

	

	Race/ethnic group:
	

	Disability:
	

	Gender:
	

	Age:
	

	Sexual Orientation:
	

	Religion:
	

	Human Rights
	There is an expectation of privacy under the Human Rights Act and the Data Protection Act, when using certain facilities such as e-mail and the internet. Clear procedures and limitations of use are defined, also guidance notes are included.

	Carers or other group (please state):
	


APPENDIX B: Related Trust Policies and guidance
· Information Governance Policy
· Confidentiality and Data Protection Policy.
· Use of Computing Facilities Policy.
· Information Quality Assurance: All related policies and procedures.
· Data Quality Policy.
· Medical Records Policy.
· Records Management Policy.
· Research Governance Policy.
· HR related Confidentiality code of practice.
· Professional codes of conduct from the BMA, GMC and NMC and others including Allied Health professionals, Finance Professionals and NHS Managers.
· The Caldicott Recommendations (1997).
UK Legislation
· Data Protection Act (1998).
· Human Rights Act (1998).
· Freedom of Information Act (2000).
· Access to Health Records Act 1990 (where not superseded by the Data Protection Act 1998).
· Computer Misuse Act (1990).
· Copyright, designs and patents Act 1988 (as amended by the Copyright Computer programs regulations 1992.
· Crime and Disorder Act (1998).
· Electronic Communications Act 2000
Legislation Restricting Disclosure of personal identifiable information:

· Human Fertilisation and Embryology (Disclosure of Information) Act 1992.
· The National Health Service (Venereal Diseases) (SI 1974/29).
· The Abortion Act 1967.
· The Adoption Act 1976.

Legislation Requiring Disclosure of personal identifiable information: 

· The Public Health (Control of Diseases) Act 1984&Public Health (Infectious Diseases) Regulations 1985.
· Births and Deaths Act 1984.
· Police and Criminal Evidence Act 1984.
APPENDIX C: Checklist for the Review and Approval of Policy
To be completed and attached to the policy when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous? Is it positively named in respect of the behaviour, actions, established position it seeks to achieve?
	Yes
	

	
	Is it clear whether the document is a policy, guideline, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	Based on the requirements of the:

Information Governance Toolkit (Version 6.0 onwards; Standard Requirement 105).

	3.
	Development Process
	
	

	
	Is the method described in brief?
	No
	N/A

	
	Are people involved in the development identified?
	No
	N/A

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	Document has been signed off by the Trust Staff side Committee prior to going to Board for approval.

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	Information Governance Group, then SMT

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	Yes
	

	7.
	Dissemination and Implementation
	
	

	
	Is there a communications plan to identify how this will be done?
	Yes
	Facilitated through Trust wide road shows, use of screensavers and Trust bulletins

	
	Does the implantation plan include the necessary training/support to ensure compliance?
	
	

	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	To be held on Trust Central Repository managed by the Executive Support Manager. 

	
	Have archiving arrangements for superseded documents been addressed?
	N/A
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	Yes
	Refers to the Information Governance Toolkit for assessments on compliance. This is a national requirement mandated by Connecting for Health.

	
	Is there a plan to review or audit compliance with the document?
	Yes
	See above. Assessment on an annual basis, with approval at Board level.

	10.
	Review Date
	
	

	
	Is the review date identified?
	Yes
	Twelve months from initial implementation.

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	Initial review after 12 months, then every 2 years there after.

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	Head of Information Governance.


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	
	Date
	

	Signature
	

	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	
	Date
	

	Signature
	


APPENDIX D: Version Control Sheet

This document to be maintained by the policy steering group, and a copy attached to each version as it is circulated for consultation/input.

	Version
	Date
	Author
	Status
	Comment

	1.0
	June 09
	Chris Plumstead (CP)
	Data Protection /Information Governance Manager
	Draft for comments and approval.

	
	16/09/09
	CP
	DPIG Manager
	Updated following review by HIG.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


APPENDIX E: Consultation Plan

This plan should be completed by the management or staff-side sponsor of a policy in advance of the consultation process.  Supporting papers should be attached for information and the completed form should be sent to the relevant manager and staff-side representative and tabled at the appropriate forum for agreement.

	Sponsor Name: Alison Dailly

Job Title: Director of Informatics

Division: Executive Director
	Summary of Policy



	Why is the policy necessary?

Implementation of 

· Relevant legislation including Data Protection Act, Freedom of Information Act

· Department of Health Codes of Practice for Confidentiality, Records Management and Information Security

· Information Governance Toolkit 

· The Caldicott Recommendations (1997)


	Which staff/groups are affected?
Trust staff, contractors, volunteers and employees of other organisations who are subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.



	What is the potential impact of the policy?

Implementation of the above listed Department of Health Codes of Practice will have a positive effect on the processing of personal identifiable information


	How will staff be involved in developing the policy?  
Appropriate staff have been involved in the formulation of this policy and staff side representatives have been offered the opportunity to comment on the draft policy.



	Where will formal consultation take place?

             With local representatives   

             At JCF   

            At TCNC    (
Other Joint Forum 

(Please specify)​​​​​​​​​​​​​   _________________________________
	What is the target date for:

Completing consultation _ _

Implementation               ____ (subject to consultation)

Review            2 years after implementation

	Details of any specific constraints


	Outline Process Agreed 

Management Side  _________________

Staff Side               __________________

Date                       


APPENDIX F: Plans for Dissemination and Communication of Policy

To be completed and attached to any policy before being submitted to the appropriate committee for consideration and approval.

	Title of document:
	Information Governance Policy

	Date finalised:
	
	Dissemination lead:
Print name and contact details
	Chris Plumstead.

Ext 65809

	Previous document already being used?
	No
	
	

	If yes, in what format and where?
	

	Proposed action to retrieve out-of-date copies of the document:
	N/A

	To be disseminated to:


	How will it be disseminated, who will do it and when?
	Paper /
Electronic
	Comments

	Senior Management Team
	Taken to SMT meeting by Director of Informatics
	Both
	

	All Trust Staff
	The Information Governance Policy will be loaded onto the new Trust intranet site following its approval
	Electronic
	

	
	Place an article in the E-Bulletin once approved
	Electronic
	

	


� To comply with human rights legislation a policy or function must, where possible, promote (in addition to equality), dignity, respect, fairness and autonomy


� How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? (indicate in boxes below)
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