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EXECUTIVE SUMMARY

This policy sets out the correct processes to be used in the Trust to provide secure remote access to Trust IT systems from non Trust locations. These procedures are required to maintain Trusts information systems security.
The Trust is committed to the public service values of integrity, accountability and openness.  The Trust is also committed to raise awareness of the requirements to ensure the safety of personal information, and enforce the message that misuse of personal data within the NHS is not acceptable and will not be tolerated. 

Within Leeds Teaching Hospitals NHS Trust a policy is considered to be a statement binding on all employees that specifies, in whatever detail is appropriate, what the Trust requires employees to do and / or how they are expected to act.

The Chief Executive and Director of Informatics have overall responsibility for the Information Governance Policy and must ensure compliance with all relevant legislation, and the NHS Code of Practice on Confidentiality.
1. 
INTRODUCTION
1.1 
Key Principles
· To provide flexibility with regard to remote access to Trust IT systems whilst still maintaining the highest level of system security and the protection of person identifiable data possible.

· To achieve compliance with legislation and to meet Department of Health information governance requirements.
· To provide clarity to staff about their responsibilities in using Trust remote access computing facilities, the associated polices and procedures, and the action to be taken on breaches of these polices ad procedures.
· To establish a robust and consistent approach to authorising remote access to Trust systems and to monitoring individuals’ use of these systems.
1.2 
Scope of the Policy
This policy covers all types of temporary  remote access to computing facilities owned, held by or used by the Trust whether fixed or ‘roving including:  

· ‘Travelling Users’ Staff working from various external locations on a temporary or permanent basis.
· ‘Home Access (Occasional)   Occasionally accessing from home using a personally owned or Trust owned PC, Laptop or PDA device including GPRS or 3G access technologies.
· Access to GroupWise email from insecure locations, e.g. Internet Café, Airports, hotels.

· Access to Trust clinical and administrational systems.  

· Any other similar digital or other technological equipment not specifically detailed here, which is currently in use within the Trust or which the Trust may introduce in the future.
· To ensure that all remote access complies will all regulatory legislation.
· Access by approved non NHS staff (e.g Third party system support organisations). 
2. 
DEFINITIONS 

2.1
What is remote Access?

Remote Access refers to any technology that enables connection of users in geographically dispersed locations. This access is typically over some kind of remote connection using Broadband or Mobile GPRS or high bandwidth 3G technologies. 

 2.2
Personal Information; 

Personal information is information which can identify a person – in which the person is the focus of the information and which links that individual to details which would be regarded as private e.g. name and private address, name and home telephone numbers etc. 

2.3 Sensitive personal information: 
Sensitive personal information is where the personal information contains details of that person’s: 

· Health or physical condition 

· Sexual life 

· Ethnic origin 

· Religious beliefs 

· Political views 

· Criminal convictions
2.4 Security Architecture
All Trust computer remote access will utilise secure industry standard network link encryption techniques such as SSL (Secure Socket layer) or IPSec VPN technologies (Internet Protocol Security - Virtual Private Network). 

3.
PURPOSE
The purpose of this policy is to set out the standards that should be adhered to when accessing the Trust’s computing facilities remotely.

To establish sufficient secure remote access controls for:

Authorised access to the Trust GroupWise email system

Authorised access to Trust Clinical and Administrational  applications 
This document should be read in conjunction with the Handbook of Trust’s Guidance for the use of computing facilities and the Handbook for Use of Computing Facilities..
POLICY AND POLICY EFFECT 
Two levels of secure (transmission path encrypted) computer remote access to Trust IT systems will be available. 
4.1
Level 1 - Trust GroupWise email system
The first will provide individual access by authorised users to the Trust GroupWise email system from any PC or device not located on Trust premises. The system will employ network security encryption using strong authentication techniques. The system will also utilise a one ‘time password’ issued to the user at the time of access via SMS messaging to the users mobile phone. 
4.2
Level 2 - Trust Clinical and Support Applications
The second level of access will provide remote access to clinical and or Trust administrational systems and will be only be available using Trust provided PC or Laptop. This system will utilise the same strong authentication system as the level 1 access but will also require addition client software to be installed onto the Trust owned device. This form of access will be restricted for use for access to specific clinical or administrational systems and will not be authorised for general email access.
4.3
Physical security - Usage in public areas 

The access to information in these areas should be kept to an absolute minimum, due to the threats of overlooking and theft. 
Equipment in use should not be left unattended at any time. 

If a localised printer is used, user will ensure all printed material has been removed.

Any stored data including email attachments should be removed from non Trust owned PC’s on completion of remote access.
Users must safeguard any computer remote access security tokens or other methods or strong authentication provided.
No information of any type should be left on any non Trust PC or data storage equipment.

If the PC used, offers on completion of the session, a full reboot option to remove all user activity information this should be activated

Occasional remote access from home 

Only authorised members of Trust staff are allowed access to Trust information systems from home. No family members or others should be allowed access to the equipment or data.

Use of information at home must be for work purposes only

Use of non approved software or third party web based applications to provide remote access to Trust system is explicitly prohibited.
4.5
Laptop Wireless Access (Level 2 Access)

Only a Trust supplied laptop (or pc) may be used to provide Level 2 access to Trust systems via a remote access connection.
Trust supplied GPRS or 3G Data Card (Vodafone) must not be used in devices not supplied by the Trust.
Access to Trust Services via Internet Services using commercial Wi-Fi networks is not permitted.

4.6 Remote Diagnostics Services and Third party Support

Supplies of central systems/software expect to have remote access to such systems on request to investigate system faults and errors. The Trust will permit such accesses subject to the Trust procedures being adhered to and all activity being monitored. 

Third party access will be permitted only through authorised methods of access, approved by the Deputy Director of Information Communications Technology and the Head of Information Systems. 

Each Third Party supplier requiring computer remote access will be required to commit to maintaining confidentiality of any data and information.  
4.7 Related Standards and Documents
Any equipment accessing clinical or administrational systems must be configured with the Trust’s standard anti virus software, updated in accordance with Trust guidelines and procedures.  
All members of staff who have individual computer system or other passwords issued to them are responsible for their correct usage. The sharing of User IDs and /or passwords may result in disciplinary action. (See Handbook for Use of Computing Facilities; Section on IT User Access). Where members of staff are issued with ’smart cards’ to supplement password access on systems, individuals are responsible for the safety and security of the card. Any loss of these cards must be reported immediately to the Trust’s IT Department. 

The Trust adheres to the provisions of the Data Protection Act 1998 and aims to ensure at all times the correct use, safety and security of all data, particularly data defined as “sensitive” under the legislation - see Confidentiality and Data Protection Policy.
5.
RESPONSIBILITY FOR DOCUMENT DEVELOPMENT

Lead Director: Brian Derry 
Local Technical Lead

Ian Davison Deputy Director ICT

Local Information Governance Specialist:
Chris Plumstead: Data Protection and Information Governance Manager.
6.
EQUALITY IMPACT ASSESSMENT

The Leeds Teaching Hospitals Trust is committed to ensuring that the way that we provide services and the way we recruit and treat staff reflect individual needs, promote equality and does not discriminate unfairly against any particular individual or group.

The development of Trust policies must comply with equalities legislation which is to promote equality and eliminate unlawful discrimination. Guidance on Equality Impact Assessment of policies is available on the Trust Intranet.
	1. Screening

	How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? 

	
	Not relevant
	 Partly relevant (say which parts)
	Very relevant

	Race/ethnic group:
	              X
	
	

	Disability
:
	
	Access to and use of IT equipment.
	

	Gender including transsexuals:
	               X
	
	

	Age:
	               X
	
	

	Sexual Orientation:
	               X
	
	

	Religion:
	               X
	
	

	Human Rights

	
	There is an impact on individuals’ expectations and rights of privacy when using some facilities. These issues are clearly addressed within the policy.
	

	Carers or other group  (please state)
	                
	
	Provide access to and the use of IT systems from Non-Trust locations. 

	

	2. Assessing Impact ( To be completed where the policy and associated procedures has been determined as relevant in the screening process)

	Please specify, in the rows below, anything that you have included in this policy and its associated procedures to ensure that  equality is promoted and that  no one will be unlawfully disadvantaged (discriminated against) as a result of this policy

	

	Race/ethnic group:
	

	Disability:
	Where it is reasonable and appropriate, equipment, systems and infrastructure are modified to facilitate personal needs.

	Gender:
	

	Age:
	

	Sexual Orientation:
	

	Religion:
	

	Human Rights
	There is an expectation of privacy when accessing certain facilities such as e-mail and the internet. Clear procedures and limitations of use are defined, also guidance notes are included.

	Carers or other group (please state):
	Supports the Trust’s commitment to Flexible Working as defined by current UK Legislation


7.
IDENTIFICATION OF STAKEHOLDERS

The Remote Access Policy in conjunction with the Use of Computing Facilities Policy has Trust-wide implications.  Staff, including contractors, volunteers and employees of other organisations who are for the time being, subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.
8.
CONSULTATION AND COMMUNICATIONWITH STAKEHOLDERS

The Remote Access Policy has been the subject of consultation and agreement with Trust IT Audit and HR representatives and the Trust Data Protection and Information Governance Manager
9.
POLICY APPROVAL AND RATIFICATION 

The final draft of the Remote Access Policy will be agreed by the Trust Senior Management Team (SMT) and endorsed by the Trust Board.
10.
PROCESS FOR REVIEW/REVISION

The Use of Remote Access will be reviewed in six months from the date of approval, by the Trust’s Information Governance lead.
11.
COMMUNICATION AND DISSEMINATION

Following approval, the policy will be notified to the target groups named on the front page of this policy in the reference box as follows:

Directors – communication directly by e-mail and discussion at TMB.

Senior operational and corporate managers – communication directly by e-mail and to be notified by Directors through line management briefing.

All staff and members of the public – Trust communication channels including the Trust internet and intranet sites, e-Bulletin, staff handbook and staff inductions.
12.
IMPLEMENTATION

The effective date will be immediate and implementation will apply to all allegations of fraud suspected and reported following approval of this policy.

Support is available from the Data Protection and Information Governance Manager.
13.
 DUTIES:  Organisational Accountability Framework 

 13.1 The Director of Informatics-

· Has overall responsibility for the development, monitoring, management and review of this policy. 

13.2 The Deputy Director Information & Communication Technology will: 
· Provide remote Access information security advice and support to Trust departments 
· Record and investigate serious IT security breaches, and report findings and recommended actions to senior management. 
· Develop and improve overall remote access availability and usability whilst balancing the requirement to maintain effective security access controls to Trust System and information. 

13.4 The Head of IT will:

· Authorise remote access users

· Maintain a log of all approved remote access users.

· Maintain the security architecture by implementing password authentication (Strong Authentication), authorisation and access controls and security monitoring.

· Liaise closely with the Data Protection and Information Governance Manager in monitoring compliance with the Data Protection Act and the Caldicott standards.

13.6 Directorate IT system and infrastructure managers will:

· Ensure compliance of Directorate IT systems, infrastructure and processes with  Trust IT confidentiality, security policies and procedures.

13.7 Directors, managers and clinical leaders are responsible for ensuring:

· Only authorise IT System remote access to staff in accordance with the above document. 

· Compliance with this and other Trust policies and procedures on computer, systems and data confidentiality and security.

13.8 All employees will:

· Only access Trust systems in accordance with the Trust Remote Access Policy; Trusts Access Rules, (see, “IT User Access” section of the Handbook for Use of Computing Facilities).
· Follow the guidelines for good practice as described within the Guidance Document.

· Obtain a thorough understanding of the implications of confidentiality and information security surrounding the handling of patient data.

· Report all breaches of security regarding access to Trust systems.

14.
 IT AND SYSTEMS SECURITY
All computer hardware and associated systems provided by the Trust are equipped with security systems that allow the control and monitoring of usage. This ensures that: 

· Information is protected from unauthorised access, disclosure, modification or loss

· Information and equipment are protected from accidental or malicious damage

· Security risks are properly identified, assessed, recorded and managed

· Safeguards to reduce security risks are implemented at an acceptable cost

· Audit records on the use of information are created and maintained as necessary

· All legal, regulatory and contractual requirements and standards of due care are met

15.
 USER ACCESS AUTHORITY
All staff have access to basic computing functions and facilities i.e. e-mail and internet. Staff, whose duties require them to have remote access to systems holding confidential information, will receive access that is relevant to their role, and is subject to them receiving specific guidance and instructions on those systems. Access to all systems will be authorised in accordance with the Section on IT User Access; Handbook for Use of Computing Facilities.
Details of accountabilities for users and authorisation are contained in the same document.
16.
 COMPUTER USAGE
Each member of staff, having remote access to Trust information systems is required to take appropriate measures to ensure the safety and security of this asset.  

Where approval is given for the supply of computer hardware (e.g. Trust PC or Laptop computer) to be used away from the normal base of work, the same principles of usage, security and safety must apply at all times.  The member of staff must also ensure the privacy and safe-keeping of all personal and sensitive data held on, or accessed by, the computer system.

Confidential and/ or personal identifiable material may only be transported on mobile equipment or media if it is encrypted. 

Encryption facilities will be provided by the Trust IT department.  They must not be changed or deleted with the approval of the Head of IT. 
Confidential and/ or personal identifiable material may only be stored on secure Trust IT hardware.

Failure to comply with this is considered a breach of Trust policies, and also Department of Health guidance. 

This will lead to disciplinary action against any individuals involved.

At all times, employees should handle data stored on a computer and system under the principles of the Data Protection Act 1998.  Guidance from the Data Protection Officer should be sought and the Trust’s Confidentiality and Data Protection Policy consulted.

17.
 E-MAIL USAGE 
The e-mail service is primarily for official Trust business but may be used for incidental personal purposes provided that such use:  

· does not interfere with the Trust's operation of the service or network
· does not interfere with the user's employment or other obligations to the Trust;

· is carried out in the user's own time

· does not breach any other part of this or other Trust policies.

See the Handbook for Use of Computing Facilities; Section on E-mail usage..
18.
 MONITORING internet, e-mail and other Trust systems.
The Trust reserves the right to monitor all remote access activity. This includes, on an individual user basis, tracking usage time, systems and applications accessed, internet sites visited, and e-mail contents and addresses.    

The Trust has software and systems in place that monitor and record all Internet usage.  These systems are capable of recording all activity for each and every user.

No employee should have any expectation of privacy as to his or her Internet, Intranet usage. 

The Trust will monitor internet and e-mail and applications usage 
on a random basis and in the event of potentially inappropriate usage, as identified by the Trust’s monitoring software in the case of any complaints.   

Investigations of the extent or nature of an individual’s use of Trust IT or the Internet must first be formally authorised through the office of the Director of HR.

19. 
DISCIPLINARY ACTIONS
The Trust will consider as a very serious matter any infringement of this policy.  Appropriate investigations will be undertaken, and action will be taken against any member of staff found to be infringing the policy.  

Failure to comply with the terms of this Policy may result in:

· The removal of computing facilities from an individual member of staff (e.g. Internet or e-mail access); and/or

· Disciplinary action being taken against a member of staff in accordance with the Trust’s Disciplinary Procedure; and/or 

· Legal action being taken against a member of staff and/or the Trust. 

APPENDICES
APPENDIX A.

Applicable UK Laws, NHS Regulations and LTHT Policies

UK Laws:

Copyright, Designs & Patents Act (1988)

The Data Protection Act (1998)
Computer Misuse Act (1998)
Human Rights Act (1998)
The Health Act (1999)
Freedom of Information Act (2000)
Health and Safety at Work Act (1999)

NHS Regulations:

Terms & Conditions of Employment 
Patient Confidentiality Directives 
Caldicott Directives (NHS Executive 1998)
LTH Policies:

Terms & Conditions of Employment 
Trust Disciplinary Rules 
Information Governance Policy
Policy for Confidentiality and Data Protection 
APPENDIX B: Checklist for the Review and Approval of Policy

To be completed and attached to the policy when submitted to the appropriate committee for consideration and approval.

	
	Title of document being reviewed:
	Yes/No/
Unsure
	Comments

	1.
	Title
	
	

	
	Is the title clear and unambiguous? Is it positively named in respect of the behaviour, actions, established position it seeks to achieve?
	Yes
	

	
	Is it clear whether the document is a policy, guideline, protocol or standard?
	Yes
	

	2.
	Rationale
	
	

	
	Are reasons for development of the document stated?
	Yes
	

	3.
	Development Process
	
	

	
	Is the method described in brief?
	No
	N/A

	
	Are people involved in the development identified?
	No
	N/A

	
	Do you feel a reasonable attempt has been made to ensure relevant expertise has been used?
	Yes
	

	
	Is there evidence of consultation with stakeholders and users?
	Yes
	

	4.
	Content
	
	

	
	Is the objective of the document clear?
	Yes
	

	
	Is the target population clear and unambiguous?
	Yes
	

	
	Are the intended outcomes described? 
	Yes
	

	
	Are the statements clear and unambiguous?
	Yes
	

	5.
	Evidence Base
	
	

	
	Is the type of evidence to support the document identified explicitly?
	Yes
	NHS Confidentiality Code of Practice

	
	Are key references cited?
	Yes
	

	
	Are the references cited in full?
	Yes
	

	
	Are supporting documents referenced?
	Yes
	

	6.
	Approval
	
	

	
	Does the document identify which committee/group will approve it? 
	Yes
	

	
	If appropriate have the joint Human Resources/staff side committee (or equivalent) approved the document?


	
	

	7.
	Dissemination and Implementation
	
	

	
	Is there a communications plan to identify how this will be done?
	Yes
	

	
	Does the implantation plan include the necessary training/support to ensure compliance?
	Yes
	Training is now mandated in the Trust.


	8.
	Document Control
	
	

	
	Does the document identify where it will be held?
	Yes
	To be held on Trust Central Repository managed by the Executive Support Manager 

	
	Have archiving arrangements for superseded documents been addressed?
	Yes
	

	9.
	Process to Monitor Compliance and Effectiveness
	
	

	
	Are there measurable standards or KPIs to support the monitoring of compliance with and effectiveness of the document?
	No
	

	
	Is there a plan to review or audit compliance with the document?
	Yes
	

	10.
	Review Date
	
	

	
	Is the review date identified?
	Yes
	

	
	Is the frequency of review identified?  If so is it acceptable?
	Yes
	

	11.
	Overall Responsibility for the Document
	
	

	
	Is it clear who will be responsible for co-ordinating the dissemination, implementation and review of the document?
	Yes
	


	Individual Approval

	If you are happy to approve this document, please sign and date it and forward to the chair of the committee/group where it will receive final approval.

	Name
	I  Davison
	Date
	

	Signature
	

	Committee Approval

	If the committee is happy to approve this document, please sign and date it and forward copies to the person with responsibility for disseminating and implementing the document and the person who is responsible for maintaining the organisation’s database of approved documents.

	Name
	
	Date
	

	Signature
	


APPENDIX C: Version Control Sheet

This document to be maintained by the policy steering group, and a copy attached to each version as it is circulated for consultation/input.

	Version
	Date
	Author
	Status
	Comment

	1.0
	April 08
	Ian Davison
	
	First Draft

	1.1
	April 08
	“        “
	
	New trust policy format required.

	1.2
	May 08
	“        “
	
	New remote access software added

	1.3
	June 08
	“        “
	
	Consultation Draft

	1.4 
	July  08
	“        “
	
	Consultation amendments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


APPENDIX C: Consultation Plan
This plan should be completed by the management or staff-side sponsor of a policy in advance of the consultation process.  Supporting papers should be attached for information and the completed form should be sent to the relevant manager and staff-side representative and tabled at the appropriate forum for agreement.

	Sponsor

Name: Brian Derry

Job Title: Director of Informatics

Division: Executive Director
	Summary of Policy



	Why is the policy necessary?

Implementation of the NHS Health Code of Practice on Confidentiality


	Which staff/groups are affected?

Trust staff, contractors, volunteers and employees of other organisations who are subject to the direction and management control of the Trust, are the main stakeholders as they are bound by policy and required to comply with it.



	What is the potential impact of the policy?

To achieve compliance with NHS Code of Practice for Confidentiality.
	How will staff be involved in developing the policy?  

Appropriate staff has been involved in the formulation of this policy and staff side representatives have been offered the opportunity to comment on the draft policy.



	Where will formal consultation take place?

             With local representatives   

                         At TCNC    
Other Joint Forum 

(Please specify)​​​​​​​​​​​​​   _________________________________
	What is the target date for:
Completing consultation _ _

Implementation               ____ (subject to consultation)

Review            1 year after implementation

	Details of any specific constraints


	Outline Process Agreed 

Management Side  _________________

Staff Side               __________________

Date                       ____


APPENDIX D: Plans for Dissemination and Communication of Policy

To be completed and attached to any policy before being submitted to the appropriate committee for consideration and approval.
	Title of document:
	Remote Access Policy 

	Date finalised:
	
	Dissemination lead:
Print name and contact details
	Ian Davison
Ext 65442

	Previous document already being used?
	No
	
	

	If yes, in what format and where?
	Electronic copy held on LTH Intranet.

	Proposed action to retrieve out-of-date copies of the document:
	N/A

	To be disseminated to:

	How will it be disseminated, who will do it and when?
	Paper
or
Electronic
	Comments

	Senior Management Team
	Taken to SMT meeting by Director of Informatics
	Both
	

	All Trust Staff
	The Remote Access Policy will be loaded onto the new Trust intranet site following its approval
	Electronic
	

	
	Place an article in the E-Bulletin once approved
	Electronic
	

	
	
	
	


Dissemination Record - to be used once document is approved.
	Date put on register / library of policies
	
	Date due to be reviewed
	


	Disseminated to: (either directly or via meetings, etc)
	Format (i.e. paper or electronic)
	Date Disseminated
	No. of Copies Sent
	Contact Details / Comments


Communication of Policy – sample outline plan

	Objectives of communications plan

State clearly the outcomes that are required for those affected by the policy to:

i) know of its existence, 

ii) understand its purpose, and 

iii) understand their role in implementation.

	Key messages

These are the ‘headlines’ or key points you want people to be aware of so that they understand the implications and desired effect of the policy and will know whether they need to find out more details,

	Target Audience

In order to develop an effective communications plan it is important to understand the perspective of the target groups, e.g. what is their position/opinion/knowledge in relation to the policy; how do they prefer to receive important information; where are they and what are their working conditions like; what do they know already?

Do not adopt an indiscriminate, general or random approach, thinking that if you tell everyone or most people you are bound to reach the groups who need to know. 

State as precisely as possible the groups who need to be informed about the policy either so that they can implement it or so that they are aware of the intended effect.
For each group there is likely to be separate information they need to know so it is helpful to segment or break up the overall target audience and specify what information each group needs. Each group may also have other characteristics or needs to distinguish it; try to identify them.

	Stakeholders 

These are normally people with an interest in the policy or in its impact, often external to the organisation and may be neither subject to, nor directly affected by it. They will often have some kind of power or responsibility in relation to the organisation or to groups of users, consumers, taxpayers, voters etc. 

Think about how you will keep them in the picture about the things that matter to them.

	Timing

Dates of communications activity that will happen? Include any key start or end dates; key milestones, anniversaries, events or opportunities to reach the target groups, including existing scheduled corporate, Trust-wide or group-specific communications

	Channels/mechanisms
It is important to select a range of effective channels or mechanisms to reach target groups. People need to see information several times before they take it in fully. It is also helpful to ensure there are multiple opportunities for any target group to see the information they need.

Do not invent new mechanisms, e.g. newsletters, intranet sites, without seeking advice from Marketing and Communications department who will help you ensure whether this is likely to be the most effective mans of communication with your target audience, whether there are better alternatives, and whether your aim can be supported by, or will undermine, other Trust-wide communications.

	Table of activity

Summarise the work you are planning in a table showing the key actions, assigning responsibility and indicating the timescale for each element.


End of Document
� To comply with human rights legislation a policy or function must, where possible, promote (in addition to equality), dignity, respect, fairness and autonomy


� How relevant is this policy and its associated procedures to promoting equality and human rights and to eliminating discrimination? (indicate in boxes below)
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